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(1)

S. 1448, THE INTELLIGENCE TO PREVENT TER-
RORISM ACT OF 2001 AND OTHER LEGISLA-
TIVE PROPOSALS IN THE WAKE OF THE
SEPTEMBER 11, 2001 ATTACKS

MONDAY, SEPTEMBER 24, 2001

U.S. SENATE,
SELECT COMMITTEE ON INTELLIGENCE,

Washington, DC.
The committee met, pursuant to notice, at 3:05 p.m., in room

SH–216, Hart Senate Office Building, the Honorable Bob Graham
(Chairman of the Committee) presiding.

Committee Members Present: Senators Graham, Rockefeller,
Feinstein, Wyden, Durbin, Bayh, Edwards, Mikulski, Shelby, Kyl,
DeWine, Thompson, and Lugar.

OPENING STATEMENT OF HON. BOB GRAHAM, U.S. SENATOR
FROM THE STATE OF FLORIDA

Chairman GRAHAM. I call the meeting to order.
This meeting of the Senate Select Committee on Intelligence is

for the purpose of hearing testimony on legislation that was intro-
duced on Friday relative to law changes as it relates to American
intelligence and counterterrorism.

The horrific events of September 11 demonstrate America’s vul-
nerability to international terrorism. But the warning signs of our
vulnerability have been evident for some time—the bombing of the
U.S. Embassy and the Marine Barracks in Beirut as long ago as
1983; the 1993 bombing of the World Trade Center; the 1996 bomb-
ing of Khobar Towers in Saudi Arabia; the 1998 bombing of the
U.S. Embassies in Kenya and Tanzania; and last year’s terrorist
attack against the U.S.S. COLE in Yemen.

These and other terrorist incidents have made it increasingly im-
portant for the Senate Select Committee on Intelligence to focus on
the adequacy of the Intelligence Community’s response to the ter-
rorist threat.

Our Committee has called this hearing today to discuss with gov-
ernment officials and outside experts and civil libertarians the pro-
visions of S. 1448, The Intelligence to Prevent Terrorism Act of
2001, which Senator Feinstein and I introduced last Friday, along
with co-sponsors Senators Rockefeller, Bayh and Nelson of Florida.
We will also address today selected provisions of the proposal
which was sent to the Congress by Attorney General John Ashcroft
on Wednesday, September 19. The Attorney General provisions we
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will address today are those that fall within the jurisdiction of the
Intelligence Committee.

A number of panels and commissions in recent years all have
made clear that any effort to improve the governmentwide ap-
proach to terrorism must take into account every facet of the
issue—detection, prevention, consequence management, crisis man-
agement, and law enforcement, diplomatic and military responses.
We, as a government, need to address these issues in a coordinated
fashion so that priorities may be set, resources allocated, and gov-
ernment structures changed, if necessary, to serve that overall
strategy. A counterterrorism intelligence program must be designed
within that larger context of a government counterterrorism pro-
gram. We must have a centralized authority for managing the in-
telligence components of that counterterrorism policy. The Director
of Central Intelligence needs to perform that intelligence role for
the U.S. Government.

In the wake of the September 11 incidents, we must begin to act
on myriad aspects of this problem. Accordingly, last Friday, in ad-
dition to the legislation I have already referenced, I introduced an-
other bill, S. 1449 which creates a National Office for Combating
Terrorism within the White House. Senator Feinstein and I and
others have been working on this proposal for several months. We
believe, along with the other co-sponsors—Senators Rockefeller,
Durbin, Mikulski, Bayh, and Nelson of Florida—that for a coordi-
nator of the forty-plus Federal agencies that must play a role in
counterterrorism that the office should be with the following char-
acteristics.

It should be created in statute so as to support the Legislative
and Executive branches. It should have a Senate-confirmed director
so that he will have the stature appropriate for the position and
should have budget authority over that portion of the various agen-
cies’ budgets which relate to counterterrorism so that the director
can set priorities and allocate the resources appropriately against
those priorities. And finally, the director should examine the over-
all structure of the U.S. Government to deal with terrorism preven-
tion and response and, if necessary, recommend restructuring or
merging of agencies and functions.

We believe that the President’s Executive order was a significant
step forward to achieve these objectives, and that the President’s
selection of Governor Tom Ridge is an excellent choice to coordinate
this enormous and critical effort by the U.S. Government. We want
to give him the authority and the tools he needs to be successful.

In this hearing today we will not be discussing the National Of-
fice for Combating Terrorism. The Committee will have hearings on
that bill in the near future in conjunction with the other commit-
tees of jurisdiction, such as the Senate Committee on Govern-
mental Affairs.

Today we want to focus on the issues that are most critical for
immediate resolution by the Congress. The Attorney General has
urged expedited attention to his series of proposals. Our action
today and the Judiciary Committee’s hearing tomorrow, which will
focus on those matters in its jurisdiction, are indicative of the close
collaboration between the Administration and the Congress on
these critical issues.
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The bill that we will discuss today includes a number of statu-
tory provisions relating to clarifying the authorities of the Director
of Central Intelligence to combat terrorism; updating the laws gov-
erning electronic surveillance to collect foreign intelligence so as to
improve collection against international terrorist targets; and en-
hancing the ability of law enforcement and intelligence agencies to
share critical information relating to the plans and intentions of
terrorists.

This legislation represents the culmination of months of effort by
many Members of this Committee and other Members of the Sen-
ate. I would like to particularly recognize Senator Feinstein and
Senator Kyl for the effort that they have invested in this legisla-
tion.

My colleagues and I are committed to the substance of these pro-
visions because we believe that they enhance intelligence collection
without unreasonably diminishing our civil liberties. We welcome
the comments from the witnesses today to help us ensure that the
language of these provisions will accomplish both of those goals.
We hope that the experts at the Justice Department, FBI and CIA
will work with our staff to make certain that we have drafted these
provisions in an effective manner.

In addressing these issues, we must be mindful that the terrorist
threat to the United States is not a crisis; it is a cancerous condi-
tion which we will have to deal with over an extended period of
time. Many people liken the war that we are now commencing
against terrorism to the war that we have been waging over the
past three-quarters of a century against organized crime. Much of
the progress we have made in the war against organized crime is
a direct result of changing laws to enhance our abilities to deal ef-
fectively with this long- term scourge. In a similar fashion, the leg-
islation that we are considering today would allow us to more effec-
tively deal with terrorism as a long-term threat.

Many of the proposals in our bill deal with electronic surveillance
to collect foreign intelligence inside the United States, as author-
ized under the Foreign Intelligence Surveillance Act of 1978. This
bill will bring those collection capabilities into the 21st century.
Wiretapping laws relating to criminal collection, as contrasted to
foreign intelligence collection, have already been updated in many
respects. This bill applies the same Constitutional and civil lib-
erties protections in the Foreign Intelligence Surveillance Act con-
text that we are currently applying in the criminal context.

Vicki Divoll, our Committee’s General Counsel, will walk through
provisions of the bill in a moment.

Later we will be asking our witnesses for their views on both the
provisions of S. 1448, as well as select provisions of Attorney Gen-
eral Ashcroft’s proposed legislative program which are relevant to
the Intelligence Community.

After Ms. Divoll has completed her outline of the provisions in
S. 1448, we will turn to our first panel. But first Vice Chairman
Shelby.
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OPENING STATEMENT OF HON. RICHARD C. SHELBY,
U.S. SENATOR FROM THE STATE OF ALABAMA

Vice Chairman SHELBY. Thank you. Thank you, Mr. Chairman.
Thank you for calling this hearing. Mr. Chairman, Members of the
Committee, I have a few observations.

For many years, this Committee has been emphatic regarding
the critical importance of our intelligence apparatus. It is our first
line of defense in the war against terrorism and it could be our
first line of offense.

Granted, there are some things that we can do in the short term
to improve our ability to address this threat and I believe we will
do them. We have already provided additional funds and we will
grant, I believe, the executive branch new legal authorities through
legislation that we are discussing today.

There is a more fundamental problem, however, that cannot be
fixed by quickly drafted legislation or emergency funding. Our cur-
rent national security structure is a legacy of the cold war. The De-
partment of Defense and the Intelligence Community were orga-
nized to counter the Soviet threat and they remain in essentially
the same form today. The failure of our national security institu-
tions to transform and adapt is a direct result of nearly a decade
of inaction and neglect in light of a dramatically changing world
situation.

Changing circumstances, as we all know, demand a change in
strategy. If we fail to develop a comprehensive national strategy to
achieve clear objectives, there is no chance of us organizing our
Government to defeat successfully the terrorist threat.

Our Nation derives its guiding principles from the Declaration of
Independence and the Constitution. Our Federal Government, in
accordance with these guiding principles, develops its objectives
and strategic plans in light of the current world situation.

After World War II, the United States faced an entirely new
world situation. We went from a relatively isolated and disengaged
player on the world stage to the central figure in a global clash be-
tween freedom and communist tyranny. Just as the growing Soviet
menace and its developing nuclear capability gave rise to President
Truman’s reexamination of our national objectives and national se-
curity strategy, so must the attacks on New York and Washington
give rise the to same type of examination.

The result of Truman’s reexamination was a document—NSC–
68—that formed the basis of our national security strategy and our
plans to achieve it for nearly the next half century. The Soviet
Union subsequently collapsed not only because it was fundamen-
tally corrupt, but because the United States had a clear purpose
and vision of its place in the world and a plan to achieve it.

I believe we now need that same type of vision and a plan. There
have been many commissions, studies and reports on every aspect
of our national security policies and structure. But, they all have
operated in the same vacuum created by the lack of any clear
statement of our national purpose in the post cold war world.

The President has already begun the reexamination and taken
some very important steps. Now, I believe, he needs to memorialize
his vision and assign responsibility and organize the Federal Gov-
ernment to achieve our national objectives.
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Why is this important for the Intelligence Community? We all
know very well the debilitating effects that turf battles and paro-
chialism can have on our ability to organize and accomplish any-
thing at all. These same maladies have often paralyzed the Intel-
ligence Community. The Intelligence Community is still organized
in tightly controlled ‘‘stove-piped’’ organizations that often refuse or
are unable to share information with each other for any number of
reasons.

The new threats that we face require an intelligence organization
that is organized and managed in a manner that recognizes its fun-
damental purpose. That purpose is to collect, analyze and dissemi-
nate information. Our intelligence apparatus is first and foremost
an information enterprise. Any effective information enterprise by
definition must be networked, be interactive, agile, flexible and fo-
cused.

The agencies and elements of the Intelligence Community are
anything but agile. They are often paralyzed by their bureaucratic
structure. Perhaps the rigid structure was appropriate for moni-
toring the Soviet Union, but I believe it is antithetical to meeting
today’s threats. It is particularly ill suited for using modern infor-
mation technology.

The classic bureaucracy is designed to limit interaction between
its people. We will never be able to defeat the terrorist threat with-
out the ability to share rapidly all sources of information on ter-
rorist activities and then take decisive action.

As we saw in the bombing of the U.S.S. COLE, we may not get
specific tactical warning. But, we may be able to formulate a clear-
er picture of the threat if our analysts have access to every avail-
able piece of information and are allowed to synthesize and dis-
seminate this information. This type of interactive and dynamic
community is possible if we have strong leadership guided by a
clear vision. But, it will take time, and we don’t have time.

I believe that we need to embrace an unconventional approach.
The terrorists think unconventionally. We need new thinking and
new people looking at this problem. We need our country’s most
talented and capable people leading the effort.

The old ways, I would submit, have failed us time and again in
the new threat environment that we’re in today. The examples con-
tinue to grow. We all know we’ve had some successes, but let’s talk
about the problems—the attack on Khobar Towers; the first attack
on the World Trade Center; the attack on the U.S.S. Cole; the at-
tacks on our embassies in Africa; and the attacks on September 11.

We have shed enough blood and squandered enough treasure. We
need a rapid response. And, I’m afraid that the calcified bureauc-
racies of our national security institutions are not capable of rapid
change. I believe we need to start over with a national commitment
of talent and resources much like President’s Kennedy’s effort to
take us to the moon. We need an action-oriented approach where
success is measured in the amount of terrorist cells destroyed or
disabled, not on how many reports are issued.

I don’t know if this new approach will spawn a new organization,
but we must begin to think, as we say, outside the box. The an-
swers to this problem are out there and we need to bring them in,
nurture and support them and let them flourish undeterred by the
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stranglehold of government bureaucracies. Our Intelligence Com-
munity, as presently constituted, is virtually incapable of such an
effort. As we learned on September 11, the threats are immediate
as must be our response.

We can talk about legislative fixes and appropriating more
money to feed our failed institutions. I’ve done some of both. What
we cannot do is continue to ignore our limitations and our
vulnerabilities. If we fail to marshal our Nation’s collective talents
and resources behind this effort, we are just waiting for the next
attack.

Thank you, Mr. Chairman.
Chairman GRAHAM. Thank you, Mr. Vice Chairman.
[The prepared statement of Senator Rockefeller follows:]

PREPARED STATEMENT OF SENATOR JOHN D. ROCKEFELLER IV, U.S. SENATOR
FROM WEST VIRGINIA

Thank you Mr. Chairman. I am grateful for the leadership you have shown over
the past 2 weeks as the Congress and the American people have struggled to come
to grips with the consequences of the September 11 attacks. The legislative package
you and Senator Feinstein introduced on Friday is just one example of that leader-
ship. You have also provided the kind of measured, temperate analysis of the situa-
tion that has helped reassure the American people that the Congress is not only
aware of the problems we face, but is working expeditiously to implement meaning-
ful and well thought out solutions.

Your legislation is an example of that forward looking, measured approach. This
Bill, S. 1448, is the product of several months of work. I know you and your staff
have reached out to other relevant Committees in the Senate and have shared lan-
guage and held discussions with the Administration on all of these provisions. This
effort, along with the priorities you have set for the Intelligence Committee and the
funding included in the annual Intelligence Authorization Bill, provides the ground-
work to have a meaningful impact on intelligence collection against terrorists.

The challenge we have now is to evaluate each of these proposed changes, not as
a response to recent events, but for how they will help our intelligence and law en-
forcement communities deal with terrorism in the long term. As we bolster those
efforts to protect America from terrorist attacks, we must make sure we do not sac-
rifice civil liberties for short term security. Changes we make in the next few weeks
will be with us long after we have vanquished Osama bin Laden. Therefore, those
changes must be consistent with our underlying values.

Chairman GRAHAM. Ms. Divoll.

STATEMENT OF VICKI DIVOLL, GENERAL COUNSEL, SENATE
SELECT COMMITTEE ON INTELLIGENCE; ACCOMPANIED BY:
STEVEN CASH, COUNSEL, SENATE SELECT COMMITTEE ON
INTELLIGENCE

Ms. DIVOLL. Thank you, Mr. Chairman, Mr. Vice Chairman. I’d
like to introduce Steve Cash, who is also a counsel on the Com-
mittee and works on counterterrorism issues for the Committee.

I’m just going to walk through briefly the provisions in the
Graham-Feinstein bill, S. 1448. I’ll start with title I, Clarification
of Authorities of the Director of Central Intelligence.

Section 101. The purpose of that provision is to put the DCI in
his Intelligence Community hat, not his hat as head of the CIA,
this Intelligence Community role in a position to manage the infor-
mation collected under the Foreign Intelligence Surveillance Act.
Currently the DCI manages the strategies for collecting using
every other tool available to him. The FISA tool is a critical tool
used inside the United States, but it’s a critical tool for collecting
foreign intelligence.

VerDate 11-MAY-2000 15:04 Jul 31, 2002 Jkt 079625 PO 00000 Frm 00010 Fmt 6633 Sfmt 6601 C:\DOCS\INTEL\79625.TXT SSC1 PsN: SSC1



7

The provision is designed to put the DCI at the very front end
and the very back end of that process. Operational efforts would
still be conducted by the FBI, because this is a domestic activity.
The specific targeting would be done by the FBI. But the DCI
would perform with respect to FISA the same function he performs
in other areas, which is to set an overall strategy for how this valu-
able resource should be used, how it should be allocated, how it
should be prioritized, and how it would fit in with the rest of the
collection—would it be redundant, would it be in addition to the
other types of collection that we have.

So he would be responsible for setting those priorities and pro-
viding a strategy to the FBI for them to use in implementing that
strategy.

He would also find himself at the end of the process. As a Vice
Chairman mentioned, all the information collected of foreign intel-
ligence value has to get to the analysts and has to be analyzed as
part of all the information coming in and has to then be processed
and make it to the policymaker/consumer so they can act on it.

FISA needs to be part of that process, and this would put the
DCI in charge of making sure that the information is tracked to
the proper analysts, is analyzed and makes it into a disseminated
product to the community. We feel that that’s an important role for
him to play.

The second provision is more of a technical change but also im-
portant in the sense that in looking at the definitions of the Na-
tional Security Act of 1947 you see that the definition of counter-
intelligence includes international terrorism, but the definition of
foreign intelligence does not. The purpose of this provision is to
clarify that. The purpose is not to rearrange the responsibilities be-
tween the FBI and the CIA with respect to collection and activities.
The purpose is to clarify in the law that of course the DCI has a
role in international terrorism overseas.

As you play out the National Security Act through its provisions,
we want to make sure that that is clarified in the law.

Section 103 is an attempt to deal with the much-publicized issue
of recruitment of terrorists who have unsavory pasts, whether it be
violent crimes or human rights abuse. Everyone seems to acknowl-
edge that those are the types of people who would be most helpful
in this effort to collect information, human source intelligence in-
formation. But there is a fear that the regulations at the Agency,
the CIA, have a chilling effect on efforts in the field to recruit those
types of people.

The effort here is to clarify in law, if the Congress accepts this
provision, wants to send a message to the field that this is lawful,
to recruit such people and establish relationships with them. This
provision does not attempt to dictate to the DCI or the Executive
branch what types of approval processes they need to have to make
sure the officers do their work appropriately. It merely is designed
to State in law that this is a lawful activity.

Section 104 is an attempt to give a break to the intelligence
agencies who prepare so many reports for Congress on intelligence
matters. Given that they are busy with other things now, we
thought we would give them an extension until February 1 and
they can have an extension beyond that if they certify to the Com-
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mittee that the people who prepare those reports are working on
counterterrorist matters.

Title II deals with several aspects of electronic surveillance. Sec-
tion 201 is meant to deal with the definition of communications
under FISA. The purpose of this provision is to carve out of that
definition communications that aren’t really content-based, that
wasn’t intended when the provision was enacted to be part of the
FISA process.

These would be the types of communications where, for example,
a hacker tells his computer to tell another computer to do some-
thing or not do something. One example we’ve given is if a hacker
in a foreign country communicated with the computer of the Hoo-
ver Dam, for example, and told it to open the flood gates, that type
of communication is not content based and really has no purpose
in requiring a FISA order. So the FBI would be able to collect that
type of communication without having to get a FISA order.

Sections 202 and 203 are both provisions that we’ve had in this
bill for some time but that are also part of Attorney General
Ashcroft’s package. Section 202 speaks to the duration of surveil-
lance and physical search orders under FISA against non-U.S. per-
sons, including terrorists operating as agents of foreign powers in-
side the United States. The current law requires the Department
of Justice to renew those applications every 90 days for electronic
surveillance and every 45 days for physical searches. This provision
would extend both of those to 1 year and would hopefully free up
the lawyers at the Department of Justice and the FBI also to work
on new FISAs rather than having to constantly go back and renew
old FISAS.

Section 204 is a provision that clarifies in law that Foreign Intel-
ligence Surveillance Act collections can occur simultaneously with
title III collections in the criminal arena. This would say that there
are two courts that deal with those. The prosecutors would have to
make the showing required under title III for a criminal wiretap,
and the FISA lawyers would have to make the showing to the FISA
court that it meets the standards of FISA.

In some cases it makes sense, if the lawyers decide that it does,
to do both, and as long as both standards are met, both courts ap-
prove it, we felt it was useful to clarify that in the law.

Title III is entitled——
Senator FEINSTEIN. Mr. Chairman, excuse me. She skipped sec-

tion 203, which I think is an important section.
Ms. DIVOLL. Oh, thank you, Senator, yes.
That is a provision that is also in the Ashcroft proposal. This is

a provision that tries to get FISA up to date with the criminal con-
text. In criminal wiretap law there is something called a roving
wiretap that’s been accepted as an appropriate approach. This
would allow that same type of targeting to be done under FISA. If
it’s a situation where a terrorist target is trying to defeat the col-
lection against him by throwing away a phone and picking up a
new phone or moving or whatever method he would use, this would
allow that FISA to continue on to the other technology rather than
having to be re-applied to the FISA court.

Thank you, Senator.
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Section 301. In law currently there is a requirement that officers
in the intelligence community agencies in the course of their duties,
if they come across evidence of a crime, a U.S. crime, they are re-
quired by law to report that to the Attorney General. There’s an
elaborate process in the agencies to do that. This would be in a
sense a reverse crimes reporting requirement.

This requires law enforcement officers in the course of their du-
ties, if they come across foreign intelligence information, they
would also have a duty to provide that to the DCI, again so that
all-source reporting, all of the information available to the U.S.
Government is used properly and effectively to counter this threat
and other threats.

Section 302, the Foreign Terrorist Asset Tracking Center. This is
a reporting requirement. It’s not a mandatory requirement. It asks
the DCI, the Director of Central Intelligence, and the Secretary of
Treasury to work together and by February 1 come up with a pro-
posal to implement in the Department of Treasury or wherever
they see fit an operation that would track terrorist financial
networks and transactions and provide that information to the In-
telligence Community, which would hopefully provide valuable in-
formation about relationships within terrorist groups and the com-
munications among them and the transfers of money. So that’s re-
quired as a report by February 1.

Section 303 is the National Virtual Translation Center. One of
the key problems that’s been highlighted by many is the fact that
we collect vast amounts of intelligence, both technically and with
human sources, and that we don’t have the capabilities to translate
that quickly and efficiently get it to the analysts and the operators
in the field who need it.

This provision would require the establishment of a center that
really is not a bricks and mortar kind of thing. It’s a virtual center
that would link up, through a secure data base, the vast trans-
lation resources available in our country. People who live in dif-
ferent parts of the country and have unusual translation and lan-
guage capabilities could be hooked up, the information could be put
in a data base after it’s collected, sent to them They would process
it, put it back in the data base. It gets to the analysts and ulti-
mately to the consumer in an efficient way.

Section 304 is a training provision that we think augments many
of the other provisions that I’ve spoken about. It provides for train-
ing of Federal, State and local officials who may come across in
their duties foreign intelligence information but wouldn’t know how
to recognize it. They would be trained to know what to look out for
and who to call to get it into the Federal Government’s hands.

It also would train them to be better consumers of intelligence
so in the event of a crisis such as the one we just had, when the
Federal Intelligence Community reaches out to State and local they
will have a point of contact and a frame of reference and be speak-
ing the same language. So that’s the purpose of that provision.

Thank you.
Chairman GRAHAM. Are there any questions of Ms. Divoll?
Senator Shelby.
Vice Chairman SHELBY. Ms. Divoll, did you go into section 103?

You mentioned that, did you not?
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Ms. DIVOLL. Yes.
Vice Chairman SHELBY. This deals with the establishment and

maintenance of intelligence relationships to acquire information on
terrorists and terrorist organizations. With respect to section 103
of this legislation, under applicable law and current CIA guidelines
who can our intelligence officers recruit?

Ms. DIVOLL. The intelligence officers recruit those that they feel
are appropriate to meet the requirements they have been given,
and then there’s an elaborate process within the Agency to vet
those recruitments and approve them up through the chain of the
Agency.

Vice Chairman SHELBY. Does section 103 present any separation
of powers issue? If so, how do you resolve them in favor of the leg-
islative branch?

Ms. DIVOLL. Well, that’s a good question.
Vice Chairman SHELBY. I guess the first question is, do they

present any separation of powers issues?
Ms. DIVOLL. I don’t think so, Senator. One approach rec-

ommended by some to deal with these regulations within the Agen-
cy—these are classified regulations but essentially they’re an ap-
proval process to make sure that those who would be recruited who
have difficult pasts, that there’s enough approval process up the
chain to balance the risks of working with someone like that
against the gains.

To just rescind those regulations by statute I think would
present separation of powers problems because you are essentially
telling the Executive branch what to do in their own internal ap-
proval processes.

Vice Chairman SHELBY. We would be telling the Executive
branch what to do and how to do it.

Ms. DIVOLL. Yes, Senator. We thought that this didn’t quite go
that far and this just states in law that this type of recruitment
is lawful and doesn’t attempt to tell the Executive branch what
types of approvals they would need to make sure that it’s done
properly.

Vice Chairman SHELBY. But the Executive branch on their own
could change that as they changed it one time before.

Ms. DIVOLL. Yes, Senator.
Vice Chairman SHELBY. I’d like to ask, Mr. Chairman, Mr. Cash

a question if I could on section 303, the National Virtual Trans-
lation Center. My question concerns the establishment of this cen-
ter.

Mr. Cash, as a former intelligence officer, you know how impor-
tant language skills are in the gathering, analysis and dissemina-
tion of intelligence. Could you elaborate on what this center would
do? In other words, how would it assist us in preventing the next
terrorist attack?

Mr. CASH. Mr. Vice Chairman, if I could answer that question
with an example, if an intelligence officer sitting at Langley ac-
quires, through whatever means, a document in a language like
Urdu, the only Urdu translator who may be available right then,
that day, may be living in Seattle. It’s going to be very hard to fly
him to Washington and it’s going to be hard to take the document
to Seattle.
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The idea of the National Virtual Translation Center is that these
resources would be linked through an internet-like mechanism, se-
cure of course, which would allow the translation to take place in
Seattle, the intelligence officer in Langley to read the results, per-
haps share it with a colleague in London or France or some other
country, and then maybe with an FBI agent in New York, all in
near-real time, all without moving any human beings anywhere.

So instead of having to wait days to translate and read critical
information, it could be minutes.

Vice Chairman SHELBY. I like the idea and I could see how it
could work. Is there a projected cost for this center? As an appro-
priator, I wondered if you had talked to Senator Inouye or Senator
Stevens about this.

Mr. CASH. The intention here is that, given the guidance that
this statute would contain, that the DCI in his community role
would take a look at this problem, with the general guidance we’ve
given him, which is we would like you to establish such a center,
and then would be able to come back to the Congress in a relatively
short amount of time and say this is what it takes to get it done,
this is how much money I will need to get it done, and this is how
long it will take.

Vice Chairman SHELBY. What you’d be doing really, in a sense,
is utilizing the latest technology to take advantage of any weapon
deficiencies you might have.

Mr. CASH. That’s exactly it—Napster for spies.
Vice Chairman SHELBY. Thank you, Mr. Chairman.
Chairman GRAHAM. Thank you.
Senator EDWARDS. Mr. Chairman.
Chairman GRAHAM. Senator Edwards.
Senator EDWARDS. Ms. Divoll, I wonder if you would, for all of

our purposes, contrast the provisions in this legislation with re-
spect to information-sharing between the FBI and the CIA with the
Administration’s proposals and comment on why your legislation is
different.

Ms. DIVOLL. Certainly, Senator. There are some differences and
there are some similarities. The Administration’s package includes
express changes in title III and rule 6(e) of the Federal Rules of
Criminal Procedure to make certain that information collected in
those ways can make it to the intelligence community. It’s optional,
but it would remove an impediment in law that now exists and
open that up to possible sharing.

The Administration bill also has a provision that is a catch-all
that catches everything else other than 6(e) and title III and says
everything else also collected in the criminal context can be passed.

Our provision, section 301, goes a little further in one respect. In
current form it says ‘‘in accord with other provisions of law’’ this
information may be shared. If the title III and 6(e) provisions of the
Ashcroft proposal are not enacted, then that type of sharing would
not happen under section 301 because it would be otherwise pro-
hibited by law.

If they are enacted, then this provision says that all such infor-
mation, all such foreign intelligence information, 6(e), title III and
all other—whether it be an FBI interview or collected in some
other way—must be shared. It doesn’t give them discretion.
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Senator EDWARDS. One other question, Mr. Chairman.
Chairman GRAHAM. Let me just mention that the first witness on

the first panel will be Mr. David Kris, Assistant Deputy Attorney
General at the Department of Justice, who will provide us with the
same analysis of the Attorney General’s provisions as they relate
to the jurisdiction of this Committee, as Ms. Divoll has just done
for 1448.

Senator Edwards.
Senator EDWARDS. Thank you. This is another question for Ms.

Divoll. Under current law FISA procedures can only be used when
the primary purpose, ‘‘the’’ purpose, is foreign intelligence gath-
ering. The Administration has proposed that ‘‘the’’ be changed to
‘‘a,’’ as I understand it, which would mean that it has to be a pur-
pose, not the primary purpose.

That provision is not in this legislation; is that correct?
Ms. DIVOLL. It’s not.
Senator EDWARDS. I wonder if you could comment on why it is

not included.
Ms. DIVOLL. Well, we’ve had the Ashcroft proposals just for a few

days now, and these proposals we’ve worked on for some months.
I think that it’s fair to say that the Ashcroft proposals, coming
after September 11, have sought to really go quite a bit further
than we felt we would be able to go in this provision, and we
haven’t looked at that provision with the Chairman to determine
whether it would be a good change or not. We’re still working on
that.

Senator EDWARDS. Have you done any work yet on the question
of the constitutionality of making that change and broadening the
FISA procedures? As I understand it, one of the reasons that they
have withstood constitutional muster up until now is because of the
limitation to foreign intelligence gathering.

Ms. DIVOLL. Yes, Senator. I don’t pretend to be an expert in the
courts that have reviewed FISA, but I think it is safe to say that
if you make a fundamental change in FISA it is possible that the
courts would feel they would need to take a second look and make
sure that it meets constitutional muster.

Senator EDWARDS. My only comment would be I think many of
us believe that the expansion of some of these authorities is a very
good idea, but I think we need to make certain that we’re doing it
within the framework of what’s constitutionally permitted.

Thank you, Mr. Chairman.
Chairman GRAHAM. Senator Durbin, then Senator Kyl, then Sen-

ator Bayh.
Senator DURBIN. Thank you very much. Thank you for the pres-

entation.
A lot of attention has been directed toward section 103 and the

so-called question of dirty assets and the regulations that were
issued by the CIA in 1995, as I understand it requiring field offi-
cers to obtain prior CIA headquarters approval before establishing
a relationship with an individual who has committed serious
crimes, human rights abuses or other repugnant acts.

If I recall our earlier conversation, the situation that gave rise
to this was in Guatemala, where some of the people whom we were
working with turned out to have been involved in the assassination
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and killing of Catholic priests and nuns, which gave rise to this
new regulation requiring headquarters approval.

If you can answer this, can you tell me, since the enactment of
these regulations in 1995, has the Agency ever turned down a field
request to recruit an individual in a terrorist organization or in any
way avoided contact with individuals, regardless of their past, who
may have had information about terrorist activities?

Ms. DIVOLL. Senator, when the Bremer Commission on Ter-
rorism came out with their recommendation a few months ago rec-
ommending rescinding of these internal CIA regulations, the Agen-
cy came forward publicly and answered that question and said that
no proposal to recruit someone with human rights or other prob-
lems who had valuable information on terrorism and terrorist tar-
gets, none of those had been turned down.

The approval process can be very prompt and efficient, particu-
larly if there is a sense of urgency, and I think people in the Agen-
cy believe that it has done a good job of balancing the need to work
with such people against the risks of working with such people.

Senator DURBIN. I don’t know if you can answer the second ques-
tion, but it will be my last one. Is there a belief that these regula-
tions have had a chilling effect on people in the field in terms of
those that they seek to recruit for fear of these regulations or a
negative response from headquarters?

Ms. DIVOLL. I think some believe that the people in the field feel
that way. Some of the people in the field report that to Senators
when they are on trips. Others of them, particularly those who
work exclusively in the counterterrorist area I think say ‘‘no.’’ I
think they feel that this is their mission, this is their duty, and
that it would be career-enhancing, if you will, to make such a re-
cruitment. So there is controversy on that.

The purpose of this provision was to make sure that, to the ex-
tent anyone feared Congress’s reaction to those types of
recruitments that we said clearly in law that it’s appropriate and
desirable.

Senator DURBIN. Thank you. Thanks, Mr. Chairman.
Chairman GRAHAM. Senator Kyl.
Senator KYL. Thank you, Mr. Chairman. I needed to ask this

question now. It may be appropriate for the next panel too, but I
have a commitment from 4 o’clock to 5 o’clock that was made before
this hearing was scheduled that I must honor.

So let me ask this panel first. This is really the reverse side of
what Senator Edwards asked earlier. Under domestic law, law en-
forcement agencies can use pen registers and trap and trace de-
vices to capture so-called peripheral data associated with a tele-
phone call. The Supreme Court has ruled that that is fine, that
there is no reasonable expectation of privacy in just the mere fact
that one person called another. The actual communication is all
that’s protected. In other words, the telephone number or fact of
the call is not.

My understanding under FISA is that the existence of the call
or the data exchange is termed a communication that must be pro-
tected from electronic surveillance. Did you look at the possibility
of altering that to conform it to domestic law and, if not, is there
any reason that you know of why under FISA the digital or periph-
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eral data associated with a call has to be considered as sensitive
as the communication contained with the call.

Ms. DIVOLL. Senator, I understand. The provisions in the
Graham-Feinstein bill, again as you know because you worked on
it, were put together before September 11, and I think that the pro-
vision you’re talking about, which is part of the Ashcroft proposal,
will be one that this Committee will look very seriously at. We
didn’t include everything in this. We didn’t feel that we could push
too far because we weren’t in the State we’re in now. But I think
people are going to look at that very carefully through the Ashcroft
provisions.

Chairman GRAHAM. Thank you, Senator.
Senator Bayh.
Senator BAYH. Thank you, Ms. Divoll. Could you please expound

in a little greater detail on the asset tracking center? It seems as
if the provision focuses on the analysis and dissemination of foreign
intelligence related to financial capabilities but doesn’t really pro-
pose any additional action based upon the information, such as ex-
tending the suspicious activity reporting requirements or perhaps
prohibiting a foreign entity that had been identified as a primary
money-laundering concern from doing business in the United
States.

Was there a reason for that?
Ms. DIVOLL. If it’s all right, sir, I’ll defer to Mr. Cash to answer

that.
Mr. CASH. The intention here was to direct the creation of an en-

tity that would allow the effective analysis of the vast amount of
data from all different sources related to finance and financial
transactions, analyze it, and make sure that it gets to the con-
sumers. One of the very consumers that we were worried about are
the kind of people in, for instance, the Department of the Treasury
who make exactly the policy decisions or operational decisions you
just referred to. So the intent was not to try to change the stand-
ards for, for instance, freezing assets or acting on a suspicious ac-
tivity report, but rather to ensure that those policymakers are serv-
iced as well as possible by the Intelligence Community.

It addresses the concern that that wasn’t happening—a lot of fi-
nancial data not going to a central place, not getting out to all of
the right people.

Senator BAYH. The left hand not knowing what the right hand
was doing.

Mr. CASH. Exactly.
Senator BAYH. Thank you, Mr. Cash.
Chairman GRAHAM. Thank you, Senator.
Senator Rockefeller.
Senator ROCKEFELLER. It’s possible that Senator Durbin asked

this question, but I didn’t hear it. There’s a follow-up to his ques-
tion. If one says that no requests have been turned down from the
field for approval at a higher level in so-called less-than-savory as-
sets, and then you come back and you say ‘‘no,’’ that’s a very de-
clarative answer. The other side I’m looking at, of course, is that
not many requests are made because people don’t want to be hung
out to dry in case their asset turns in some way to be nastier than
anticipated.
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So my question would be, in fact, in view of the need for this
kind of asset, have there been the numbers of requests for these
folks that would warrant the statement ‘‘Oh, there really isn’t a
problem because nobody’s been turned down.’’

Ms. DIVOLL. Senator, I think one way to answer that question is
to speak to the difficulty of this type of recruitment in the first
place. I think that people look at—people who are involved in the
intelligence business look at this type of issue and they say we
haven’t succeeded, what’s the problem, maybe it’s these regula-
tions, when in fact the target is a very difficult one and the officers
are working hard to recruit that type of person, but that type of
person often is not going to want to work for the U.S. Government.

So I think it’s more a reflection of the difficulty of the target than
the procedures themselves would be my answer.

Senator ROCKEFELLER. OK.
Chairman GRAHAM. Senator Wyden.
Senator WYDEN. Thank you, Mr. Chairman. I thank both of you

for your presentations.
I think what Senators are reflecting is a desire for some balance.

It’s obvious that we want to have new tools out there to protect our
citizens from the threat of terrorism without giving up the ages-old
tradition of protection for freedom and civil liberties. It seems to
me what both bills are trying to do—and maybe you can clarify
this—is both them seem to give the judiciary a pretty significant
role with respect to most of the areas where new power is author-
ized. Is that correct? Maybe I’m missing something. I think the
hacking provision may be one that is different, but for the most
part the judiciary is given pretty significant powers with respect to
reviewing all this. Maybe you could comment on that with respect
to both bills.

Ms. DIVOLL. Yes, Senator. The vast majority of the provisions in
both bills are designed to expand the situations in which a court
may order a FISA. It certainly doesn’t require the court to order
a FISA in those situations. It would, as you said, both in the crimi-
nal title III context and in the FISA context, judicial officials—the
FISA court and the criminal courts—would be passing on these ap-
plications. They would just have a little bit more clear guidance
from the Congress and a little bit more leeway on approving them,
but they would still be reviewed.

Senator WYDEN. Thank you, Mr. Chairman.
Chairman GRAHAM. Are there any other questions? If not, thank

you very much, Ms. Divoll and Mr. Cash.
I’d like to ask our first panel if they would please come forward.

Mr. David Kris, Assistant Deputy Attorney General of the Depart-
ment of Justice, Mr. Larry Parkinson, General Counsel of the Fed-
eral Bureau of Investigation, and Mr. Robert McNamara, General
Counsel of the CIA.

As they are settling in, Senator Feinstein would like to make an
introduction to the Committee.

Senator FEINSTEIN. If I might, there is a gentleman in the audi-
ence that I would like to introduce to the Committee. He is the
brother of the pilot of the American Airlines Flight 77 that crashed
into the Pentagon on September 11. Of course all 58 passengers
and five crew members perished. The pilot, Charles Burlingame,
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was a graduate of Anaheim High School in California. He attended
and graduated from the U.S. Naval Academy. He served in the
Navy from 1971 to 1978, where he flew F–4 Phantoms and retired
with the rank of Commander. From 1979 to 1998 he served in the
Naval Reserve, obtaining the rank of Captain. He has had a 22-
year career as a pilot with American Airlines and he was a day
short of his 52 birthday when this happened. He leaves a wife,
Sherry, and a 26-year-old daughter, Wendy, as well as two broth-
ers, Mark and Brad, and a sister, Deborah.

Brad Burlingame is here today. He is the president of the West
Hollywood Convention and Visitors Bureau. Both Mr. Burlingame’s
father and mother are buried in Arlington Cemetery, and the fam-
ily is very desirous that Mr. Burlingame be buried there as well.
I would like to ask Brad Burlingame if he would stand so that the
Committee might acknowledge his presence.

Senator MIKULSKI. Thank you very much, Senator Feinstein. His
brother lived in Maryland, so we also wish to welcome you as well.

Senator FEINSTEIN. Thank you.
Chairman GRAHAM. Thank you very much, Senators Feinstein

and Mikulski. We extend to you and through you to all of the fami-
lies of the victims of this horrible tragedy our deepest sympathy.

As indicated, Mr. Kris is prepared to not only comment on the
proposals that are included in the introduced legislation but also
on those provisions within the Attorney General’s recommendation
which relate to the jurisdiction of the Intelligence Committee. Mr.
Parkinson is not going to be making formal testimony but will be
here as a colleague of Mr. Kris.

Mr. Kris.

STATEMENT OF DAVID KRIS, ASSOCIATE DEPUTY ATTORNEY
GENERAL, DEPARTMENT OF JUSTICE; ACCOMPANIED BY:
LARRY PARKINSON, GENERAL COUNSEL, FEDERAL BUREAU
OF INVESTIGATION

Mr. KRIS. Thank you, Mr. Chairman, Mr. Vice Chairman and
Members of the Committee. Thank you for the opportunity to dis-
cuss proposed legislative responses to the acts of terrorism inflicted
on our country on September 11.

My name is David Kris and I am an Associate Deputy Attorney
General at the Department of Justice. My portfolio there includes
national security policy and FISA, the Foreign Intelligence Surveil-
lance Act. This is my first appearance before this Committee—actu-
ally before any Committee—and I appreciate the opportunity to
present the Department’s views.

Chairman GRAHAM. We appreciate this opportunity to be your
first exposure to the Congress and we will try to act with appro-
priate respect.

Mr. KRIS. Thank you.
The Attorney General and the Deputy Attorney General both

wanted to be here today. Unfortunately, a conflicting prior commit-
ment to testify before the House Judiciary Committee and their
operational duties in connection with this investigation have made
that impossible. But, Mr. Chairman and Mr. Vice Chairman, they
send their apologies and they hope that you and other Members of
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the Committee will accept their heartfelt appreciation for your ex-
traordinary leadership at this critical time.

In particular, Mr. Chairman, I want to thank you and the Vice
Chairman and the other Members for the Committee’s expeditious
consideration of our request for a hearing today. For that and for
the collaborative spirit that you have shown throughout this proc-
ess we are deeply grateful. The Department has long enjoyed a
close working relationship with this Committee and we look for-
ward to its continuation.

We’re also grateful that you have invited our views on the bill
that you and Senator Feinstein introduced 3 days ago. I know you
share our goal of giving the law enforcement and intelligence com-
munities the tools that they need to stop terrorists before they can
strike again.

Mr. Parkinson and I are prepared to discuss in detail the specific
provisions of the Administration’s proposal that you previously
identified for us based on the Committee’s jurisdiction. That pro-
posal obviously remains our top priority. Due to the short time-
frame and the operational and policy duties that Mr. Parkinson
and I must carry out, we have not had an opportunity to fully re-
view all of the provisions in your bill, and while I believe we can
endorse the substance of some of your bill’s provisions and I know
that we share common goals, we would like to reserve some of our
comments on the particulars of the language as the bill is currently
drafted. The Department looks forward to working with the Com-
mittee as necessary to ensure that we achieve the goals that all of
us seek.

We are therefore prepared to answer general questions on provi-
sions of the Graham-Feinstein bill to the extent that there is a
cleared Administration position on them, and we pledge to work
with you on all of the bill’s provisions to achieve our common goals
of finding those responsible for the recent attacks and preventing
future attacks.

Again, let me thank you for your outstanding leadership and
commitment in holding this hearing and for focusing the Nation on
the needs of the intelligence and law enforcement communities to
fight aggressively and consistent with the protection of civil lib-
erties the threat that terrorism poses to us and to the world.

Thank you.
Mr. MCNAMARA. Mr. Chairman, may I make a few opening re-

marks, please?
Chairman GRAHAM. Yes. Then, Mr. Kris, are you going to walk

us through the Attorney General’s provisions?
Mr. KRIS. Yes, sir, I will do that.
Chairman GRAHAM. Mr. McNamara.

STATEMENT OF ROBERT MCNAMARA, JR., GENERAL COUNSEL,
CENTRAL INTELLIGENCE AGENCY

Mr. MCNAMARA. Thank you, Mr. Chairman, Vice Chairman Shel-
by, Members of the Committee. I do not have a formal statement
for the record, but with the Chair’s permission I would like to make
a few opening remarks.

Two weeks ago today the mood of the American people actually
was fairly upbeat and optimistic. Summer was over, the fall looked
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promising, markets appeared to be recovering and moving back to
that 10,000 mark, unemployment figures were at low levels, as
were interest rates, parents were concerned about the beginning of
the school year and the students were getting concerned about the
beginning of football and soccer season.

Less than 18 hours later, the world as we knew it changed for-
ever for all of us. Terror was forever redefined, and September 11
became a date that none of us will ever forget. Not only will we
never forget the pictures we saw or the cries that we heard or the
devastation that took place. We will not forget the overwhelming
emotions of the moment—the fear, the horror and the helplessness.

If we did not know it before, we learned how vicious terrorists
are and how vulnerable an open society can be. But we also had
occasion to see good among evil—extraordinary courage and excep-
tional kindness. We saw clearly, perhaps as never before, that we
are neither black nor white, neither Asian nor Hispanic. We are
neither Jew nor Muslim or Christian. We are Americans and we
are proud of it.

In those first few horrible moments we may have been forced to
our knees, but only to pray for those who had fallen. Our hearts
may have been broken but not our spirit, and certainly not our re-
solve. As we stood together that day and as we stand together in
the days ahead, we will take to heart the words of our President.
Our grief has turned to anger and anger to resolution. Whether we
bring our enemies to justice or justice to our enemies, justice will
be done.

To that end, the men and women of the Central Intelligence
Agency and of our entire Intelligence Community are working
around the clock to assist our partners in law enforcement, the
military and diplomacy to bring to justice the perpetrators of these
atrocities and to thwart others who would harm the national secu-
rity of the United States.

Mr. Chairman, I applaud your leadership and efforts to respond
quickly and vigorously to the current and continuing threat of ter-
rorism. I appreciate the opportunity to testify today regarding two
separate legislative proposals that in many instances would provide
needed enhancements to law enforcement and the Intelligence
Community authorities. These enhancements have been carefully
drafted to protect the civil liberties guaranteed United States citi-
zens by the Constitution and at the same time to improve our abil-
ity to protect national security.

The Intelligence Community’s mission at its core is the collection
and dissemination of foreign intelligence and counterintelligence
information to those who chart our country’s course in the world.
Without robust collection authorities, however, the Intelligence
Community cannot provide the important information that our Na-
tion’s leaders need to make the difficult decisions they face in times
of peace and in times of crisis. The statutes that control the man-
ner in which the intelligence community conducts electronic sur-
veillance are currently struggling to keep pace with the rapid ex-
pansion of communication technologies. The Foreign Intelligence
Surveillance Act of 1978 was drafted well before communication de-
vices such as cell phones and e-mail had so permeated our daily
lives.
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Both pieces of proposed legislation would make a number of sen-
sible enhancements and clarifications to existing law enforcement
and Intelligence Community authorities to deal effectively with the
communication technology explosion. These enhancements and
clarifications would also remove artificial barriers to information-
sharing between law enforcement and the Intelligence Community.

The Intelligence Community supports in one form or another a
number of the provisions found in both pieces of legislation. How-
ever, we also believe that these proposals provide an excellent
starting point for the Administration and Congress to discuss other
needed improvements to intelligence capabilities, carefully bal-
ancing the interest of national security with the privacy rights we
all enjoy under the Constitution.

I welcome the opportunity to discuss these pieces of legislation
or other important proposals that would further the ultimate goal
of both Congress and the Administration, and that is the protection
of our fellow citizens.

Thank you, Mr. Chairman.
Chairman GRAHAM. Thank you very much, Mr. McNamara. Mr.

Kris, if you could walk us through the Attorney General’s pro-
posals, let me state a question which will relate to all of the provi-
sions. The Attorney General, when he made his announcement, em-
phasized the sense of urgency. He talked about trying to get this
accomplished within a 2-week period. As you discuss the specific
provisions within your ability to do so, if you could give us some
sense of why the urgency to move forward on these particular rec-
ommendations.

Mr. KRIS. Yes, sir. What I would like to do, with your permission,
is actually begin with section 151 of the Administration’s proposal.
I think as I go through I will be able to come back to some of the
earlier sections that you identified—sections 103, 104 and 105—but
it will ensure, I think, a little more thematic coherence if I do it
that way.

For each of these provisions I’ll try to give a one-sentence over-
view of what the amendment would do, explain the current law,
and then show what the amendment would do to current law, and
try to give you then finally a sense of the reasons that we think
these amendments are needed.

Section 151 would lengthen the period of court-authorized elec-
tronic surveillance and physical searches under FISA. In current
law, electronic surveillance is authorized for 90-day periods, phys-
ical searches for 45-day periods for most FISA targets. However,
for surveillance and searches of foreign powers themselves, as op-
posed to their agents, authorization periods for both physical
search and electronic surveillance are 1 year.

The amendment would change those timing provisions in two
ways. First, it would extend from 45 to 90 days the period of court
authorization for a physical search of an ordinary target, a routine
target. That would bring into accord the period for electronic sur-
veillance, which is currently 90 days, and the period for a physical
search.

The other thing that the amendment would do is it would expand
the category of targets to whom the 1-year authorization periods
apply. In particular, 1-year authorization periods would be avail-
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able against officers or employees of a foreign power and foreign
members of an international terrorist organization. I think the crit-
ical point to make with respect to that expansion of the 1-year pro-
vision is that none of the targets that would be subject to it under
the Administration’s proposal would be U.S. citizens or permanent
resident aliens.

The reasons for these amendments are largely to deal with dif-
ficulties we have had implementing the authority we got from the
court and to improve efficiency and streamline the process.

With respect to the 45- to 90-day expansion for physical searches,
FISA searches are unlike ordinary criminal law searches in that
they are conducted surreptitiously and it is often difficult actually
to execute the authority we have from the court within a 45-day
window. Enlarging the period to 90 days would double our chances
of successfully implementing the authority.

It would also help us in cases where we are seeking both elec-
tronic surveillance and physical search authority simultaneously
because the similar period would keep the applications in sync as
we go down the line and renew them as necessary.

The reason for the 1-year provision expansion is that the targets
that we would add to that category are often here for long periods
of time and it is difficult to continually renew applications to main-
tain coverage. I want to emphasize it is not a trivial thing to put
together and file a FISA application. As the Committee is aware,
a FISA application requires the personal certification of a high-
ranking executive official such as the Director of the FBI or the Di-
rector of Central Intelligence. It also requires the personal approval
before filing of the Attorney General or the Deputy Attorney Gen-
eral.

Finally, depending on where the search or surveillance may take
place, it will require an affidavit from a field agent in the FBI, for
example, and that will require transmission of highly-classified ma-
terial over great distances within this country to ensure that what
we file with the court is accurate.

It is a significant process and reducing the number of applica-
tions that we need to file on these non-U.S. person targets would
aid us significantly.

Section 152 of the Administration’s proposal is what is commonly
now referred to as a multi-point authority or roving wiretap au-
thority. Under current law, when we seek authority to conduct
electronic surveillance from the FISA court, the court will issue an
order of assistance to a particular telecommunications provider to
allow us to implement the surveillance. The amendment would
allow the court to issue broader orders that we could use with any
provider, if the court found that the actions of the target may have
the effect of thwarting the surveillance.

The reason for that amendment is effectively tradecraft and
countermeasures that our adversaries can employ in this area. The
adversary in a FISA situation is often a very sophisticated target—
state-sponsored or otherwise. It is under current law possible for a
spy or a terrorist, let’s say, to simply switch cellphone providers
just before a critical communication will occur. In the time it takes
us to go back, spin up a new application, obtain the certification
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and approval from the Attorney General and file the document
with the court to get a new secondary order, it may be too late.

This authority, as the Committee is aware, exists already on the
criminal side and we would like the same authority on the FISA
side.

Sections 153 and 154 of the Administration’s proposal are de-
signed to foster and facilitate greater coordination between the law
enforcement and the intelligence sides of the Government. Section
153 would amend the certification provision in FISA to which I pre-
viously referred. Under current law, the DCI or the Director of the
FBI, as the case may be, will certify that the purpose of the search
or surveillance is to collect foreign intelligence information. The
amendment would change that requirement from ‘‘the’’ purpose to
‘‘a’’ purpose.

Let me also describe section 154 before I come back to the rea-
sons for the amendments. Section 154 is designed to address the
other side of the coin, and that is it will allow all foreign intel-
ligence information developed in a criminal investigation, regard-
less of the method used to collect the information, to be passed over
to intelligence and other appropriate authorities within the Execu-
tive branch. That would specifically deal with restrictions that are
contained in title III, the domestic criminal wiretap law, and rule
6 of the Federal Rules of Criminal Procedure, which governs grand
jury secrecy.

The provision would say that notwithstanding any other law, for-
eign intelligence information—and that is a defined term—may be
passed to intelligence authorities regardless of other restrictions
that exist. As I say, the basic animating purpose here is to ensure
that the two sides of the Government are communicating well. I
think this investigation is a paradigmatic example of the need for
that greater cohesion.

It’s been reported in the press there are 4,000 FBI agents out
gathering information, and I have spent time in the FBI’s com-
mand center, SIOC, seeing that information being pulled in by any
lawful means that is available to us. It is less than ideal, I can say,
to have information coming in through a title III wiretap, if there
is one, and have it be the case that the criminal investigators who
are running that wiretap are simply unable to pass the information
over to the counterintelligence investigators who may be per-
forming FISA surveillance or doing something else on the other
side.

So the animating purpose here is to bring those two sides to-
gether, allow for a single unified, cohesive response, and avoid
splintering and fragmentation.

Now there have been questions raised about the constitutionality
of the ‘‘a purpose’’ test. Let me say a word about that. I do think
that’s a real issue.

We have had, as a procedural matter, our Office of Legal Coun-
sel, which is the component within the Department of Justice
whose job it is to evaluate the constitutionality of this kind of legis-
lation, review the proposal here before we put it in our bill. They
have approved its inclusion in the bill. Indeed, I am told that a let-
ter is being prepared that will communicate the substance of our
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analysis on this, but let me give you just the sort of short version
of it now.

FISA articulates standards for electronic surveillance that are
different from and in some ways more lenient than those that exist
in ordinary criminal surveillance. The justification under the Con-
stitution for using those different standards has historically in the
case law been linked to the purpose of the surveillance, in par-
ticular that the purpose of the surveillance be to collect foreign in-
telligence information.

The question of exactly how much purpose and what degree of
purpose is constitutionally necessary is open to question. There is
not a vast amount of case law on this. Some cases have adopted
a primary purpose standard but have left open the possibility that
the floor may be lower.

What our amendment would do would be to eliminate any artifi-
cially high statutory barrier and allow the constitutional standard
to be developed on a case-by-case basis. OLC has concluded that an
amendment of that kind would not risk the statute being struck
down on its face. What we would have to deal with is a case-by-
case evaluation in each case of whether we have crossed the line.
But that would allow development of the law at the constitutional
level and eliminate the statutory barrier, and that is the gist of our
thinking that underlies section 153.

I want to emphasize this is a serious problem, and I think the
example I gave—that of being in the FBI SIOC—is one illustration
of that. We hope that this can be dealt with.

Let me, having spoken about sections 153 and 154, talk about
sections 103 and 104, two of the other provisions you asked about.
Section 103 and actually section 354 as well are both sharing provi-
sions that are designed to eliminate specific barriers to sharing in-
formation obtained from a criminal investigation. Section 103 deals
with title III’s limitations; section 354 deals rule 6. Both of those
are covered by our section 154.

If you were to enact section 154, I think sections 103 and 354
would not be necessary because section 154 is the blanket approach
to this problem.

Section 105 is another provision that you identified for us, and
it would allow the use of wiretap information obtained abroad from
foreign governments. Effectively it provides that if there is no U.S.
law enforcement involvement or no U.S. involvement at all in that
electronic surveillance conducted by a foreign government abroad,
the information may be introduced in an American court.

If there is U.S. involvement, then the basic U.S. legal standards,
such as the requirement of probable cause, would apply to the sur-
veillance and that would determine its admissibility.

Let me go on to sections 155 through 157, which are the last
three provisions that the Committee asked about. Section 155
would change the FISA pen/trap standard. There’s been a discus-
sion of pen registers and trap and trace devices. They are devices
that record both digits dialed but not the content of a telephone
communication or the routing and addressing information of an
electronic mail message, but again not the content of the electronic
mail.
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What this provision would do, section 155, is make the FISA pen/
trap statute roughly analogous to the corresponding criminal pen/
trap statute. Under current law, to obtain a FISA pen/trap order
we must show almost as much as we have to show in order to get
a full content, a full-blown FISA order. The result of that is, frank-
ly, that we hardly ever use the FISA pen/trap statute. Because if
we’re going to go to the lengths required under the current law, we
will go the extra 5 percent and get the full content order.

Our basic position here is that it is at least ironic that informa-
tion that is available in a routine drug investigation or some other
routine criminal investigation is not available under the same
standard in an anti-terrorist or espionage investigation. The re-
quirement that we’re proposing is a relevance standard, which is
what applies on the criminal side. Here it would be relevance to
a counterintelligence or intelligence investigation; whether there is
relevance to a criminal investigation.

Section 156 of the Administration’s bill would eliminate the re-
quirement for prior FISA court approval and expand the scope of
FISA subpoenas to make them roughly analogous again to various
criminal administrative subpoena provisions that already exist.
Under current law, we must go to a FISA court judge or a specially
designated magistrate and obtain an order to issue a subpoena that
would apply only to four categories of recipients—a common car-
rier, a public accommodation, a physical storage facility, or a vehi-
cle rental facility.

The amendment would remove both the requirement of advance
court approval and would expand the scope of the subpoena provi-
sion to include all records, not just those in the four categories that
I mentioned. The reason that we are seeking that authority is ef-
fectively both speed and efficiency and breadth.

Eliminating the requirement of advance court approval means
we can get what we need quickly, with less paperwork, and the
breadth would allow us to reach targets like schools, gyms—you’ve
seen some of the newspaper reporting—dry cleaners, information
that may well be critical in one of these investigations. Again this
would bring into parity with existing criminal administrative sub-
poena authorities the FISA subpoena provision. There is authority,
for example, in a routine drug case for the Attorney General not
only to compel the production of documents but to compel witness
testimony without any prior court involvement. He may simply
issue the subpoena. That statute is 21 USC 876.

Finally, section 157 changes the standards for issuing so-called
national security letters, and it changes it in two basic ways. It
would allow these letters to be issued by FBI field offices rather
than by headquarters officials, and it would eliminate the nexus re-
quirement to a foreign power to make the national security letter
authority more analogous to corresponding criminal authorities.

Under current law national security letter authority—and a na-
tional security letter is just what it sounds like. It’s a letter issued
by the FBI to either a telephone or internet service provider, a fi-
nancial company or a credit company to produce documents and to
keep secret the fact that they have been asked to produce docu-
ments in a foreign intelligence or counterintelligence investigation.
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What our amendment would do is allow special agents in
charge—that is, the top-ranking FBI field agent in each of the
FBI’s 56 field offices—to issue one of these letters rather than re-
quiring the letter to be sent out by an Assistant Director at head-
quarters. It would eliminate the requirement of a nexus to a for-
eign power, leaving in place only a relevance standard.

That is roughly analogous to the standard that applies in the
criminal context in a grand jury. Obviously we can’t and don’t use
grand juries in most foreign intelligence/counterintelligence inves-
tigations, both because it is a quintessentially criminal investiga-
tive tool and because it is not really part of the grand jury’s his-
toric mission to look into counterintelligence or intelligence issues.
This would give us an authority that roughly corresponds to grand
jury subpoena authority, although in a more narrow class of cases,
and I think would be an important contribution to our efforts to
gather information quickly, especially in a case like this one.

I think that is the last of the amendments the Committee specifi-
cally asked about, so I will stop.

Chairman GRAHAM. Thank you very much, Mr. Kris.
For the information of the Committee members, questioning will

be on a first-arrival basis. After the Chairman and the Vice Chair,
the next questioners will be Senator Feinstein, Senator Rockefeller,
Senator Wyden, Senator DeWine, Senator Edwards.

You emphasized in several areas such as sections 155 and 156
of the Attorney General’s recommendations that you were attempt-
ing to render more comparable the standards under the Foreign In-
telligence Surveillance Act with those that are currently in place
for criminal matters. Have the analogous sections to those that you
are proposing for FISA been adjudicated in their criminal context
and found to be constitutional?

Mr. KRIS. I think the answer to your question is yes, but let me
be more specific. With respect to pen/trap orders, the Supreme
Court has squarely held in a case called Smith v. Maryland that
there is no fourth amendment privacy interest in the telephone
numbers that you dial or the numbers from which you receive a
call. I think the reasoning of that opinion would apply equally to
other kinds of routing and addressing information.

So I think with respect to pen/trap orders there is no constitu-
tional question and there would not need to be any showing made
at all to satisfy the fourth amendment.

I think administrative subpoenas have also been upheld when-
ever challenged, and I don’t think that there is any real question
about the Attorney General’s ability to do that. There are a number
of such statutes on the books.

Chairman GRAHAM. Recognizing that the answer to this question
may involve sensitive or classified information, are you at liberty
to select any of the provisions in the Attorney General’s rec-
ommendations and indicate why there is this special sense of ur-
gency that the Attorney General alluded to when he presented
these to the Congress last Wednesday?

Mr. KRIS. It is difficult to answer that question in an open hear-
ing and, of course, we are all, I am sure, available for a closed
hearing where we could go into much greater detail.
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If I may, let me just say something generally. The current inves-
tigation is really a sort of all-hands-on-deck approach where we do
have many, many agents out there and we are doing everything
that we can do under law to get the information we need to protect
the public from future attack, and to give the President the infor-
mation he needs to make the kinds of foreign policy and other deci-
sions that he will have to make.

As I say, having been in SIOC when information is just coming
in, the embargoes that currently exist in various places in law
make it very awkward for everybody to get together and share the
information. When you have an investigation this size, you need to
have coordination or things begin to fall apart.

So I will say that it would be very helpful in an investigation like
this one to have the sharing provisions, and I think beyond that
I would defer to a closed session, with the Committee’s permission.

Chairman GRAHAM. In the legislation that has been introduced,
1448, one of the provisions clarifies that the intelligence agencies
would be authorized to retain so-called dirty assets without specifi-
cally directing them to do so and being sensitive to the separation
of powers doctrine. Mr. McNamara, would you have any comment
on the way in which 1448 deals with the issue of the authority of
the CIA to hire assets with suspect backgrounds?

Mr. MCNAMARA. I think Ms. Divoll has actually laid out quite
carefully and candidly what the issue is here. As you heard earlier,
the reason these guidelines are in place—and I must caution that
the guidelines are still classified and I’m somewhat constrained
about what I can say—the reason they were put into place is be-
cause of a genuine and a serious concern that Congress had in
1994 and 1995 about the way assets, CIA assets overseas both
were being recruited and were being used, and whether or not
there was, for lack of a better term, adult supervision in the entire
process.

What we have attempted to do or what the Agency attempted to
do 6 years ago was to put in place a structure whereby both the
Agency and the Committee and the Congress could be assured that
somebody had looked at this to see whether or not the gain that
we might be able to get offset whatever the person may have done.

I’m a little concerned about the way the statute is drafted, Mr.
Chairman, although I’m sure it’s unintended. It appears in the first
sentence to give a case officer, a first-tour case officer, in wherever
immunity from anything that may happen as a result of taking on
this action. I’m not sure the intention, but the second part is it’s
also limited to only acquiring information, which means the officer
could not direct the dirty asset, for lack of a better term, to engage
in covert action, which, although the President would have author-
ized it, could have authorized it, to engage in any kind of disrup-
tive activity, although clearly that’s one of the things that we do
should we be able to accomplish this objective.

Third, I’ve been the General Counsel now for almost 4 years. Ei-
ther I or my senior deputy see all of these before they go to the
DDO and upward. The entire purpose is to make sure that some-
body else has gotten eyes on this, that people who are responsible
and accountable to Congress and the American people are making
a decision that does two things. It weighs in the balance whether

VerDate 11-MAY-2000 15:04 Jul 31, 2002 Jkt 079625 PO 00000 Frm 00029 Fmt 6633 Sfmt 6601 C:\DOCS\INTEL\79625.TXT SSC1 PsN: SSC1



26

or not this is someone in fact that we want to have our payroll, if
that’s what it is, or working as an asset.

For instance, if the individual had killed Americans or if the in-
dividual had been involved in an airline hijacking or if an indi-
vidual had been involved in some type of other terrorist activity,
somebody needs to think about that, and a first-tour officer
shouldn’t be the one.

The second advantage is that it really protects the first-tour offi-
cer, or the second- or third-tour officers. So there is somebody who
is saying to him, ‘‘Yes, this can be done.’’ You can go ahead and
do this. I know there’s been a lot of discussion. I know former Di-
rector Woolsey firmly believes that there has been a chilling effect
that has had an adverse impact. I know the Vice Chairman has
been to a number of our offices overseas, as have others, and talked
to officers. I have as well. I take a chance to talk to all of our first-
tour officers when I’m out of the country.

All I can say is our information is different. But the bottom line,
I think, is we’re going to do whatever we have to do and do it right
to make sure that the American people are protected. But at the
same time we have to make sure we do it smartly. I don’t know
whether or not this would have an unintended consequence, and
I’m sure that’s one of the things the Committee is concerned about.

Chairman GRAHAM. Thank you, Mr. McNamara. When I read the
list of questioners, I apologize. I omitted Senator Mikulski, who
will come immediately after Senator DeWine.

Senator MIKULSKI. Mr. Chairman, I don’t have any questions.
Those were answered in the discussion. Thank you.

Chairman GRAHAM. Senator Shelby.
Vice Chairman SHELBY. Mr. Kris, does the statutory authority to

conduct simultaneous title III and FISA surveillances present the
same questions that section 153 does in the Attorney General’s
bill? In other words, isn’t there a question of purpose if we are con-
ducting simultaneous taps?

Mr. KRIS. I think the answer to that question is yes. The ques-
tion of whether there is a primary or other intelligence purpose un-
derlying FISA is a case-by-case and highly fact-intensive deter-
mination. I think in many cases at least if we were doing simulta-
neous title III surveillance of the same target it might play into the
primary purpose calculus, yes.

Vice Chairman SHELBY. Mr. Kris, could you just briefly address
the separation of powers—we alluded to this earlier—issues raised
by section 103 of the Chairman’s bill?

Mr. KRIS. Yes. I will do so. However, I should say that we have
asked OLC again to render a more formal opinion on that. What
I will say that I think raises some separation of powers concerns
in my mind is something that Mr. McNamara mentioned before,
and that is the ‘‘notwithstanding any other law’’ provision.

That suggests that even if the DCI or the President were to say
to the first-year case officer don’t recruit that particular dirty asset,
the case officer would be authorized to do so anyway. Now I don’t
think—and based on what I heard earlier, I’m more confident—
that that is the intent. We may have an ability to work with the
staff to deal with drafting issues that we have. But I think that is
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an area in which there might be—and I don’t want to say that
there would be—separation of powers concerns.

Vice Chairman SHELBY. Mr. Kris, what specific provisions in the
Graham-Feinstein proposed legislation do you need right now in
the Justice Department in order to properly prosecute the ongoing
war on terrorism, from your perspective?

Mr. KRIS. Well, we are very, very happy with sections 202 and
203. Indeed, those provisions may be an example of the principle
that great minds think alike, since they are quite similar to provi-
sions we have in sections 151 and 152 of our bill. I think those are
probably the two leading provisions from our perspective.

Vice Chairman SHELBY. OK. Mr. Parkinson, under section 101 of
the Graham-Feinstein proposal, the DCI, I believe, would ‘‘manage’’
employees within the Bureau and other agencies across the com-
munity. How would you envision this working in light of their ex-
isting chains of command that we have today?

Mr. PARKINSON. Well, let me say to begin with, Senator
Shelby——

Vice Chairman SHELBY. ‘‘Manage the analysis and dissemina-
tion,’’ it says.

Mr. PARKINSON [continuing]. We do have some concern over the
language that appears on page 3 of that legislation, and we would
like to engage the Committee and staff in a discussion about its in-
tent. One appearance issue is that it appears that it may—and we
don’t know whether this is advertent or inadvertent—put the DCI
and the Agency in the domestic security arena. I think that’s an
important issue that we have to focus on.

Assuming we work that out and the Congress makes the judg-
ment that an expanded role for the DCI is appropriate here in
terms of how it plays out I think I am quite confident that we
would work very well with the Agency, as we have, in carrying out
the authorities that are given.

Vice Chairman SHELBY. Let me just share the language with you
as I see it on page 3.

Establish requirements and priorities for and manage the analysis and dissemina-
tion of all foreign intelligence collected under the Foreign Intelligence Surveillance
Act of 1978,

quoting the U.S. Code,
including the provision of assistance to the Attorney General in order to ensure that
information derived from surveillance or physical searches under that Act is used
efficiently and effectively for foreign intelligence purposes, except that the Director
shall have no authority to direct, manage or undertake electronic surveillance oper-
ations pursuant to that Act unless otherwise authorized by statute or Executive
order.

That’s what we’re talking about here.
Mr. PARKINSON. That’s correct.
Vice Chairman SHELBY. All right. Thank you, Mr. Chairman. My

time is up.
Chairman GRAHAM. Thank you very much, Senator.
Senator Feinstein.
Senator FEINSTEIN. Thanks very much, Mr. Chairman.
Mr. Kris, I think your testimony was very helpful and I want to

thank you. I also think it was very powerful in one way because
it really is the first time the Department has officially admitted
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that the communication issue is truly an issue and, as you just
said, less than ideal.

One of the problems I think working in this area is people will
say to you one thing formally and they’ll say another thing infor-
mally, so how you really know becomes sometimes a difficult task.
But I think you have clarified what we believe, based not on some-
thing people said, because it’s always been denied—oh, there’s no
problem in intelligence-sharing—when in fact we believe there is.
So I want to thank you for that.

I wanted to ask you a question on section 151, if I might. This
is the period of orders of electronic surveillance of non-U.S. persons
under foreign intelligence surveillance. Is that there largely just be-
cause of the jurisdiction of this Committee being that if you had
U.S. citizens covered under this it would come under the jurisdic-
tion of another Committee? Because I have a hard time knowing
why. I mean, we know there are cells operating in this country. It
may even be that the U.S. citizens are participating in those cells
or people here legally. As a matter of fact, it’s very likely.

So the question is why not give this authority across the board?
Mr. KRIS. OK. Before I answer that question, let me just respond

to what you said earlier.
Senator FEINSTEIN. You’re not going to take it back, are you?
Mr. KRIS. I don’t want to give myself more credit than I’m due.

If Senator Thompson were here he could tell you. He recently com-
missioned a GAO report which does discuss some of the long-term
issues we’ve had with information-sharing, and we then wrote a
letter in response to the report. So I don’t want to give myself more
than I deserve.

With respect to section 151, I don’t think that—I mean, I can tell
you that the thinking behind section 151 has nothing to do with
which committee would evaluate it, and frankly that’s well beyond
my ken. The concern, though, or the reason for limiting the 1-year
authorization period is part of our overall approach here, which is
to try to be balanced, to push the envelope and give ourselves more
authority where we really need it, but to be sensitive also to the
civil liberties and privacy concerns that this kind of surveillance
will go against.

We are really trying to get the authority where we need it most.
This provision does not enlarge or change the targets that we can
surveil. It only allows for longer periods. That, we have found, is
a significant issue primarily for non-U.S. persons, especially—and
I want to be careful in an open hearing of exactly what I say—for
employees or agents of foreign powers who are often here for long
periods of time. That’s really the motivation here—respect for U.S.
person civil liberties, which we think are especially important, and
there is a difference between surveilling non-U.S. persons and
surveilling U.S. persons, but also to focus on exactly what our need
really is.

I think our need is greatest with respect to non-U.S. persons. For
U.S. persons we can still get the surveillance, but we’ll have to
come back every 90 days and have a judge keep looking at it.

Senator FEINSTEIN. In this situation you want to do that.
Mr. KRIS. Yes.
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Senator FEINSTEIN. OK. I would think about that. But, in any
event, let me go on to section 153. This section clarifies that the
certification of a FISA request is supportable where foreign
intelligence-gathering is ‘‘a purpose’’ of the investigation. It would
eliminate the need continually to evaluate the relative weight of
criminal and intelligence purposes and would facilitate the infor-
mation-sharing between agencies.

Now, I am told that the primary purpose test has often been
cited as one of the reasons that FISA meets the constitutional re-
quirements under the fourth amendment. Would elimination of this
test place the entire FISA in danger of being struck down by a
court?

Mr. KRIS. The answer to your question I think is no, and again
I’m relying here on the analysis of our experts in the Office of
Legal Counsel. Let me try to explain in particular with respect to
the risk to the whole statute.

Courts will occasionally evaluate constitutional challenges on an
as-applied basis, where you deal with only the particular case, or
on a facial basis, where you evaluate the statute in general. What
we would definitely not like to see is an amendment to FISA that
led to a facial attack and a successful facial attack on the statute,
which would throw the entire statute out on constitutional
grounds.

We are confident that changing ‘‘the purpose’’ to ‘‘a purpose’’ will
not permit a facial challenge to FISA. Because of the way courts
evaluate these things, we are confident that under existing juris-
prudence they will evaluate this on a case-by-case basis. There is
a case, United States v. Salerno, that stands for the proposition
that if a statute is valid in some applications, as the ‘‘a purpose’’
standard clearly would be, there is no justification for striking
down the statute on its face. Instead, courts deal with the chal-
lenges on a case-by-case basis.

I think there is a possibility, if we go too far in a particular case,
that we would end up being suppressed in a subsequent attempt
to introduce the evidence in court. But we think that’s a risk that’s
worth taking in order to solve this problem that we’ve discussed
about information-sharing. But I emphasize our experts—and I
agree—think that the statute is not in jeopardy on its face.

I’ve been reminded and I think I mentioned this before, we will
be sending a letter to Congress that sort of details at great length
our constitutional reasoning and the reason for the statement I’ve
just made to you.

Senator FEINSTEIN. Thank you very much. Thanks, Mr. Chair-
man.

Chairman GRAHAM. Thank you, Senator.
Senator Rockefeller.
Senator ROCKEFELLER. Thank you, Mr. Chairman.
I just want to go back to the so-called less-than-desirable factor,

the chilling effect, so to speak, of CIA and potential human rights
violations. If this were carried forward and it were lifted, as I hap-
pen to favor, and there was not the high-level approval every single
time, is that done in part—does that put in jeopardy in a way for
the case officer, let’s say, on the ground in a country for the possi-
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bility of an asset committing an act of terrorism on the United
States, in other words putting that person at risk?

I put that in this context. The answer that I got when I pre-
viously put this forward was, ‘‘Well, we really don’t have that many
requests.’’ That strikes me as a little bit of a pre-September 11 type
of answer and that if there’s anything which has been on the public
airwaves in the last several weeks it’s been the need for a much
greater body of human intelligence, not all of which, I guess, can
be of the most attractive sort.

So in a sense I’d like to know is the idea of not doing this to pro-
tect the case officer, making the approval come from a higher level
in case the person turns nasty toward the United States?

Mr. MCNAMARA. Senator, I think it actually has multiple pur-
poses. One is to protect the officer. Especially a first-tour officer
shouldn’t be going out there and making a determination to bring
on somebody and pay him and use him as an asset without ever
even telling the chief of station. But, more importantly, many times
the individual officers—and in fact just for the record, the way this
is drafted it’s not just a CIA case officer who actually knows
tradecraft. It is anybody who is a member of the Intelligence Com-
munity, the way it’s drafted now.

So somebody from NRO who has never done this could actually,
according to the way it’s drafted, be running assets that we
wouldn’t know anything about.

The purpose is multiple. No. 1, is to protect the case officer. No.
2, is to make sure we’re doing the right thing. No. 3, is to bring
it back and make sure we run it against our data bases and traces.
Is there something else we know about him or her? Have they been
involved in something we’re looking for? Is there an outstanding
U.S. warrant for this individual? There are a number of things
where you just really need headquarters to be aware of.

I think, more importantly, this Committee should be insisting
that we be accountable, the senior intelligence officers at the CIA
be accountable before somebody does something like this. This is
not slowing the process down, I don’t think. As I said, I’ve only
been there 4 years and these can be done very, very quickly.

PDD–35 comes out and lays out everything that we’re targeting.
The chiefs of station are pushing at their people to try and find
people who can penetrate these. They are very, very hard to do.
Not only do they not like us, in many cases they hate us and will
not work with us. The opportunity to get somebody who will do
something for us, even to the extent of giving us some information,
would be a career-enhancing opportunity and not a career-limiting
event.

Senator ROCKEFELLER. It’s not a question of congressional
second-guessing which worries you on this. It’s simply what you
spoke about?

Mr. MCNAMARA. No, sir. I don’t have any problem with congres-
sional oversight. In fact, I think in many cases this would enhance
congressional oversight. We have come to the Committee to tell
them what we are doing when we’re bringing dirty assets in. We
wouldn’t be able to do that. I think this Committee should know
what we’re doing.
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Senator ROCKEFELLER. OK. The whole concept of the virtual lan-
guage capacity is a very, very interesting one to me and I think is
a very strong part of the Graham-Feinstein amendment. Now as I
think Senator Graham indicated in his press conference, it’s aimed
at Arabic, Farsi, Urdu or maybe not Farsi but Pashto. But it’s for
the whole panoply of languages.

That has been a concern of mine in any event in terms of the
capability, and I’ve frequently referred to the fact that Mormons
are doing many of our best language work. We are not teaching
any longer in our schools. America is in a sense withdrawing from
the world. Now that could have changed very dramatically, prob-
ably will have since September 11 in terms of things like teaching
languages.

But it strikes me as a very, very powerful initiative and one that
I think we ought to undertake.

Mr. MCNAMARA. Senator, I think you’re right. What the Chair-
man and Senator Feinstein have put together is a very novel and
intriguing idea. My only concern or our concern from the Intel-
ligence Community is there are a number of counterintelligence
issues this raises, No. 1. No. 2, there are a lot of security problems.
The issues of connectivity in and of itself are something that we
are trying to deal with within the community, that we’ve already
tried to approach.

The cost could be absolutely prohibitive. I’m just wondering
whether or not on a short-term basis we can actually look at this
with the Committee and study its ramifications to see whether or
not this is the framework you want to put into a statutory con-
struction. The difficulty is that once it’s etched in concrete as a
statute and a requirement, we don’t have the flexibility that I
think you and Mr. Cash were talking about earlier on when he
mentioned it in terms of what that capability is.

But our translators are different than FBI translators. Our re-
quirements are different than the FBI translators. Protection of
classified information is different. The difficulty is it should not be
paralytic. On the other hand, what it should be is something that
is done in a way that both is effective and efficient and quick and
gets it turned around.

I don’t know—and on behalf of the community—I don’t know if
this is exactly the right paradigm, but what we’d like to do is ex-
periment and see what we can come up with and then maybe come
back to you and say, ‘‘Here’s some of the other options.’’ Would this
satisfy it?

Senator ROCKEFELLER. That’s fair enough. But you wouldn’t dis-
agree that there has to be a sharp increase in our capacity.

Mr. MCNAMARA. Absolutely agree.
Senator ROCKEFELLER. Thank you, Mr. Chairman.
Chairman GRAHAM. Thank you, Senator.
Senator DeWine.
Senator DEWINE. Thank you, Mr. Chairman.
Mr. Kris, let me first say that I think the Attorney General has

come forward with some very, very positive proposals. Some of
these have been made in the past and Congress has not acted upon
them. I hope that now, with this situation that we are in and the
tragedy of September 11, we will. I think also that the Chairman’s
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proposal has many, many very positive things in there, and I would
congratulate you, Mr. Chairman, on that as well.

I don’t want to beat a horse that’s going to be going around a
few more times beyond today, but I want to come back, if I could,
to section 153. I understand your explanation and if we do pass
this I guess I hope you’re right that you are lucky enough and
we’re all lucky enough to do it on a case-by-case basis. I’m not sure
you’re right.

I’m not even sure, though, if it’s on a case-by-case basis that’s
what we want. It seems like to me that’s going to be a real mess
and there are going to be some real problems for us as a country.

As you know, the case that really is kind of the intellectual un-
derpinning of the FISA statute was United States v. U.S. District
Court, or the Keith case. When you read that, as I know you have
and the counsel has, it’s very, very clear that what the Supreme
Court of the United States was saying is there are apples and or-
anges, and when you’re dealing with a criminal it’s one thing, and
when you’re dealing with national security it’s something else and
we’re going to treat them differently and the standards are going
to be different. The Court elaborates in four or five different ways
what the differences are.

The statute today, as you know, talks about ‘‘the purpose.’’ That
I suppose, it seems to me, is pretty much interpreted as ‘‘the pri-
mary purpose.’’ We might be able to get by with ‘‘a primary pur-
pose,’’ maybe. But I think when you get to ‘‘a purpose’’ I just think
what does that mean—2 percent of what you’re trying to do is na-
tional security and 98 percent is criminal? Where do you draw the
line?

I just think we’re getting into some real, real problems. I’m very
sympathetic with what you’re trying to do. I just wanted to make
that statement.

I want you to explain to me, though, one more time what this
gets you. What does it get us in national security? I’m missing it.
I really understand the problem about sharing information. I un-
derstand about the artificial walls. I understand the reason we
have to have more cooperation. A lot of what’s in the Chairman’s
bill and a lot of what’s in Attorney General Ashcroft’s bill goes to
that. I have a couple of provisions I want to add that I think will
help in that area, and I won’t get into them today.

Explain to me, though, what the change in the statute does to
accomplish the breaking down of those walls and the sharing of
that information, because it seems like it’s going the wrong way to
me on the information. But maybe I’m missing something.

Mr. KRIS. Well, with respect to the purpose inquiry that is con-
ducted both by the FISA Court in the case of a U.S. person when
it evaluates the certification of the purpose of the sought electronic
surveillance or search and a District Court if under FISA it evalu-
ates a motion to suppress, I think the analysis has focused con-
cretely on two things—first the flow of information from the intel-
ligence side to the criminal side and, second, the advice that goes
back from the criminal side to the intelligence side.

Senator DEWINE. OK. I’m with you so far.
Mr. KRIS. So, to give you a hypothetical example, if prosecutors

start telling counterintelligence investigators, ‘‘Hey, you’re up on
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Joe Jones’’, you should probably go up on his brother Fred because
he’s involved in money-laundering, it’s not a crime that affects na-
tional security but we would really like to get some good surveil-
lance on Fred, that advice-giving can alter the perceived purpose
of the surveillance of Fred because it is being driven by or it is per-
ceived to be being driven by criminal equities and a criminal pur-
pose.

The concern that we have, therefore, is to allow just the right
amount of information-sharing and advice-giving but not too much,
so that we don’t cross the line, the purpose line, and end up in a
bad situation where we are either conducting or attempting to con-
duct unauthorized surveillance or, if the FISA Court agrees with
us but a District Court later disagrees, we end up suppressed in
a criminal case.

Senator DEWINE. OK. Give me another example, because I really
didn’t understand that one, or do it again—if the Chairman will in-
dulge me just a minute—because I think this is very important. We
have to understand the situation. You’re going in to get a FISA and
the factual case you have to create is a case where it’s not ‘‘the pur-
pose.’’ It’s much less than that, because that’s why you’re making
the change. You’re going from ‘‘the’’ purpose to ‘‘a’’ purpose.

So now we’re down to you’ve got a lot of other reasons out there
that you want a FISA, but one of them is, ‘‘a’’ purpose, national se-
curity.

Mr. KRIS. OK.
Senator DEWINE. Because that’s the factual situation that your

change in the statute leads me to. With me so far?
Mr. KRIS. I think I understand you.
Senator DEWINE. OK. Now create the case. Tell me the case

where it’s just a portion of really what I want to do.
Mr. KRIS. OK. I think that issue comes up in a number of both

terrorism and espionage cases because terrorism and espionage
are, by their nature, both counterintelligence concerns—we want to
stop spies from stealing our secrets and passing them to foreign
governments—and, because of the way the criminal law is today,
they are Federal crimes. We see that in the prosecution of Robert
Hanssen or Brian Regan or Ana Montes.

What you face inevitably in a case like that, both in espionage
cases and in terrorism cases, is an inquiry that’s being conducted
by courts into sort of what is driving this surveillance or search.
Is it the desire to gather evidence so that we can successfully pros-
ecute this person and lock them up, or is it instead the non-law en-
forcement concern about stopping espionage and preventing further
harm or what have you.

Now there is an argument that prosecution of spies and terror-
ists is just one more counterintelligence tool, one more protective
measure. By surveilling them we can recruit them, double them,
we can cut them off from access to classified information, we can
PNG their handlers, or possibly prosecute them. But that argument
would be, I think, new.

So the basic concern is that in these cases there is the possibility
of criminal prosecution and the concern is that that not be the driv-
ing force behind the surveillance.
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Senator DEWINE. Mr. Chairman, I’ve gone too long and I apolo-
gize. I thank the Chair for your indulgence.

Let me just say to our witnesses today I appreciate the testimony
very much. I’m going to explore this a little more because I’m not,
contrary maybe to what I said, I’m open. I’m willing to listen. If
there’s a compelling reason to do this, maybe we should do it. I
guess I just don’t get it yet. So I’m going to explore it a little more.
I appreciate it.

Mr. KRIS. We’re at your disposal.
Senator DEWINE. Thank you.
Chairman GRAHAM. Senator Wyden.
Senator WYDEN. Thank you, Mr. Chairman.
I’d like to ask you, Mr. Kris, if I could, about electronic surveil-

lance and particularly how the Administration sees drawing the
line between what constitutes lawful online activity and matters
that we ought to be concerned about, such as criminal hacking
from abroad.

Section 201 is trying to define criminal hacking, and clearly this
is going to be an issue for the Congress. How would you define it?

Mr. KRIS. It’s a difficult term to define. We take a run at it on
the criminal side in section 106 of our bill and, if you’ll permit me,
I’ll turn to that provision.

We define hacking in terms of trespass and if you are a tres-
passer into a computer then effectively that is the core of the hack-
ing definition that we have in section 106. I want to say that this
is—and I’m happy to respond—I want to say that this is not one
of the sections identified and it is not really within my personal
area of expertise. This is a criminal law provision here. But that
is the gist of what we are doing in section 106.

I think the section 201 provision, as I understand it, is motivated
by a similar concern. I think it’s intriguing notion on the FISA side
to take out hacking from the definition of FISA electronic surveil-
lance. I think that’s one that we would like to sit down with not
only our interagency process in the Intelligence Community but
also with the staff to sort of work to see if we can ensure that we’re
doing exactly what we want to do and nothing more.

Senator WYDEN. Let me, if I might, change the subject to the
question of biological and chemical and radioactive materials. Your
bill has a provision that makes it unlawful to possess a variety of
materials—biological agents and a host of other areas that are es-
sentially health-related. What do you think the major
vulnerabilities are now in this area and how would your bill ad-
dress it?

Mr. KRIS. Again I have to sort of apologize, Senator. That is not
one of the provisions that was identified to us by the Chairman in
advance of the hearing, and I am really very reluctant to set out
into an explanation of something that I am not really prepared to
discuss. We can certainly get back to you with the right people on
that, but I don’t think I am.

Chairman GRAHAM. Senator Wyden, I asked the General Counsel
to screen the Attorney General’s recommendations for purposes of
identifying which of his recommendations were in the jurisdiction
of our Committee, and it was only those that we submitted to Mr.
Kris and asked him to be prepared to comment on today.
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Senator WYDEN. So we can’t get an answer out of any of the peo-
ple at the table.

Suffice it to say this is what my constituents are asking about
today, and this is in the Justice Department’s bill. I certainly re-
spect you, Senator Graham, if they are not prepared to talk about
it, but clearly there are statutes and regulations that apply to the
possession of chemical agents and toxins and biological agents, and
I hope we’ll talk about it down the road.

Mr. PARKINSON. Just quickly, Senator Wyden, I assume you’re
referring to section 305 of the Administration’s bill, and while we
didn’t come necessarily prepared to talk about that, that section
does enhance the number of offenses in the biological weapons
arena. It adds subsections to existing statute 175 to include addi-
tional offenses of possessing biological agents and toxins, and then
it has a section about select agents within the jurisdiction of the
Health and Human Services Department.

The intent and the goal of those sections is to make sure that
biological agents or toxins are only in the hands of authorized per-
sonnel, and it does two things. It establishes a new regulatory re-
gime within the purview of HHS and it also adds a couple of new
offenses to address it on the law enforcement side.

Senator WYDEN. Are there vulnerabilities that you can discuss
this afternoon that make the need for those improvements nec-
essary?

Mr. PARKINSON. There certainly are vulnerabilities. I can’t com-
ment about imminent vulnerabilities, but certainly at a larger level
we and the Department and the Intelligence Community have been
focused on biological and chemical weapons as a priority for several
years now. I think that there’s no question there are vulnerabil-
ities, and this provision, section 305, is one attempt to deal with
it both on the law enforcement side and the regulatory side.

Senator WYDEN. Mr. Chairman, obviously this is not a day to get
into as much detail as we might in this area, but I hope we will
turn to it, because this is something I am getting asked a great
deal about, and it is in the Justice Department’s bill and we’re
going to be anxious to talk to you.

Thank you.
Chairman GRAHAM. Senator Edwards and then Senator Kyl.
Senator EDWARDS. Thank you, Mr. Chairman.
Mr. Kris, you were probably here when I asked Ms. Divoll some

questions about the differences between the Administration pro-
posals and the provisions of the bill. Let me say first of all that I
spent part of Saturday in Charlotte with our FBI officials in North
Carolina, and their overwhelming message to me was we have to
bring these FISA procedures up to being able to deal with what
we’re confronted with technologically today.

I understand the concern and I am with you. I want to make this
work. But I also share some of the concerns that others have ex-
pressed and I expressed earlier. Let me just talk about it briefly
and then get you to respond if I can.

If I understand it correctly, the fundamental premise on which
FISA is based is that, unlike a title III wiretap, because it’s a for-
eign intelligence-gathering operation, it’s not required to meet some
of the constitutional standards—for example, probable cause re-
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quirements. At least that’s not been required in the statute. You
can comment on that if you would.

But that of underlying premise has been critical in the analysis
of why this legislation has to date been constitutional. Now the
change from ‘‘the’’ to ‘‘a’’ of course is a huge change in terms of the
law. It may not sound like much, but in terms of the law it’s an
enormous change. That change means that the primary purpose of
the investigation could in fact be criminal, as long as a purpose
was foreign intelligence-gathering. So I have multiple concerns, one
of which you’ve already addressed.

I was concerned about the possibility that somewhere down the
road the U.S. Supreme Court may declare the statute facially un-
constitutional. You’ve talked about that some. I’d like to hear more
about that because I continue to have concerns about that. But I
understand your reasoning about that.

Second, the possibility that a conviction may be overturned or
also that information gathered as a result of a FISA application
may not be allowed into evidence, suppressed by the court, and, I
might add, I think it goes further than that. It seems to me that
it creates the possibility that not only that particular FISA would
be suppressed but that others within the same class would be
found to be unconstitutional as applied. Therefore you have a prob-
lem not just in the individual case, which I know you’ve talked
about some here today, but you could have a declaration by a
Federal district court somewhere in the country that could have
implications for ongoing FISAs, for FISAs that are similar and fall
within the same class, and as a result would have much broader
implications. So I’d be concerned about that.

I might add I know from having looked at the Supreme Court
cases the Supreme Court has taken a particular interest, I think,
in the last couple of years in this specific issue, not dealing with
FISA but what the primary purpose of the search was. So that’s
a concern I have.

Then finally I know that the U.S. Supreme Court has histori-
cally—you’ve talked about the fact that we’re going to have the
courts deal with this on a case-by-case basis. The U.S. Supreme
Court has traditionally, in issues of foreign intelligence-gathering,
showed deference to Congress, and properly so. I agree with that.
But they showed deference to Congress. I just wonder from your
perspective whether it would not be some abdication of our respon-
sibility to say, ‘‘Well, we’re going to leave this issue to the courts
on a case-by-case basis, where the courts are very likely to say or
very possibly could say this is an area of foreign policy, this is an
area of foreign intelligence-gathering, this is an area traditionally
left to Congress.’’

That being the case, who has the responsibility for deciding
whether in fact this is appropriate and constitutional?

Just one last notion. Instead of changing the statute,
suppose we said—and this is nothing but an idea—you expressed
concern about having to constantly evaluate whether the primary
purpose was a criminal investigation or the primary purpose was
foreign intelligence-gathering. That makes sense to me. I can see
that.

VerDate 11-MAY-2000 15:04 Jul 31, 2002 Jkt 079625 PO 00000 Frm 00040 Fmt 6633 Sfmt 6601 C:\DOCS\INTEL\79625.TXT SSC1 PsN: SSC1



37

But instead of changing the language of the statute, which might
potentially create more problems than it cures, suppose we said
that in your initial application you are required to show that the
primary purpose was the FISA requirement that exists now—for-
eign intelligence-gathering—but at some point down the road if it
changed, when you come up for renewal you wouldn’t have to make
that showing again. In other words, it only has to be shown in the
initial application.

I’m sorry. I went on too long. But if you could respond I would
appreciate it.

Mr. KRIS. It’s a tall order to cover all of that. I’ll do my best.
First, with respect to the probable cause issue that you raised, as
a technical matter FISA does require a showing of probable cause,
but it is of a different thing. In the criminal context it’s probable
cause that a crime has been committed; here it is probable cause
that the target is an agent of a foreign power. But I take your larg-
er point about the difference in standards.

I guess, responding to the other point about how this would play
out in a suppression situation, the first thing I guess I should say
is I don’t think that even under the current regime and under any
possible regime we can avoid making case-by-case determinations.
Whether it be a primary purpose inquiry, a purpose inquiry, or any
other inquiry, we are and have to examine each one of these appli-
cations not only because I think they are going to be evaluated on
a case-by-case basis but because the certification from the Director
of the FBI and the approval of the Attorney General is made on
a specific case-by-case basis. One of the safeguards of FISA is that
it requires that high-level involvement.

Also, I don’t know if this has been made clear, but I think the
FISA Court, in evaluating FISA applications, would be entitled,
and OLC is of this view as well, to evaluate the constitutionality
of an application ex ante. So we would not just be in a situation
where we’re rolling the dice and taking our chances in district
court.

Senator EDWARDS. The evaluation would take place on the front
end, is what you’re saying.

Mr. KRIS. Yes, exactly.
As to the sort of derivative suppression, that is a fairly complex

body of fourth amendment law about when, assuming an initial
constitutional violations, the fruits of that violation taint subse-
quent searches. That has got to be evaluated also on a case-by-case
basis. But I acknowledge the issue.

With respect to the deference and the delegation issue, I would
like to think that the courts have recognized Executive authority
and have paid deference to Executive determinations in the area of
foreign intelligence, and indeed I think that’s reflected in FISA.
When the DCI or the Director of the Bureau makes a certification
as to purpose, the FISA Court by statute is required, even in the
case of a U.S. person—and district courts I think would operate
under the same standard—to review the certification only for clear
error. So there is a built-in deference mechanism where if the DCI
or the Director of the Bureau makes a certification, it is to be
upheld unless it is clearly erroneous, which is a fairly generous
standard of review.
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I think that deference, even if not in that precise form, would
continue to apply regardless of how the statute is amended and in-
deed even if there were no statute.

Finally, I guess with respect to the initial application idea I
guess I think that if we are going to allow a lower standard than
primary purpose in second and subsequent applications I’m not
sure that will do the trick for us. I’m not sure it will solve the prob-
lem, I guess more importantly, because we will be up on multiple
renewals and if after the second one we are dropping down I think
we will face a lot of the same concerns that you have. That’s sort
of a idea that I would want to give a little more thought.

Senator EDWARDS. I’ve taken too much time already. Thank you
for that response. Let me just make clear I want to work with you.
I want to make this work. We appreciate the work you’re doing. I
know first-hand from my folks that what you’re proposing is of crit-
ical importance. We just need to be sure that it’s going to do what
we want it to do.

Mr. KRIS. Yes, sir. Thank you.
Chairman GRAHAM. Thank you, Senator Edwards.
Senator Kyl.
Senator KYL. Thank you, Mr. Chairman. I have three specific

questions, if I could.
The first is a situation in which at least it’s my understanding

that FISA actually presents a tougher standard than generally.
This has to do with the—well, the best example is the trap and
trace or the pen registers that the U.S. Supreme Court has held
in the regular context do not present a constitutional expectation
of privacy or constitutional issue, with respect to just the existence
of the call or the numbers themselves and so on. Yet under FISA
the mere existence of the call or the data exchange is termed a
communication and must be protected from electronic surveillance.

Why is that so? Why isn’t that being suggested for change? Ques-
tion No. 1.

Question No. 2, is it the fact that FISA does only apply to non-
U.S. citizens? Once somebody is identified as meeting the criteria
agent of a foreign power or terrorist group and so on, then why
should citizenship constitutionally make a difference here? Why
should there be a higher standard?

Finally, I wasn’t here when you answered Senator Shelby’s ques-
tion, Mr. Kris, but I understand from staff that you expressed a
concern about section 204, and I just wondered whether you could
go into greater detail on the problems associated with section 204
requiring the Government to meet both title III and FISA stand-
ards.

Mr. KRIS. Yes, sir. With respect to the first question concerning
pen/trap authority, there is a proposal in the Administration’s
bill—section 155—that would lower the standard for FISA pen/trap
orders to make them roughly analogous to the standard for crimi-
nal pen-trap orders. You are right. Under Smith v. Maryland there
is no fourth amendment privacy interest in pen/trap information,
and the standard in criminal cases is a certification from the appli-
cant that the information sought is relevant to a criminal inves-
tigation.
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We’re seeking a standard in FISA that would require a similar
certification that the information sought is relevant to a counter-
intelligence investigation. So that would be our section 155.

With respect to FISA and U.S. citizens, U.S. citizens may be
FISA targets if they are agents of a foreign power as defined by
statute, and the statute contains two definitions of agent of a for-
eign power. The first applies to any person other than a U.S. per-
son, and the statute defines a U.S. person to be a citizen or a per-
manent resident alien. So that could apply either to U.S. citizens
or foreign persons. Then a second provision that defines the term
for U.S. persons. It has a slightly higher standard—I may have
misspoken. I want to make sure I get it clearly.

There is a provision that applies to anyone other than a U.S. per-
son, so only to foreigners, and then another provision that applies
both to U.S. persons and foreigners. So a U.S. person, a U.S. cit-
izen, can be an agent of a foreign power if they meet the statutory
requirements.

Finally, with respect to——
Senator KYL. On that, I mentioned the terrorist group. Does a

terrorist organization fit within the foreign power such as to in-
clude for our purposes here today that definition?

Mr. KRIS [continuing]. Yes. Under 1801(a) of title 50, subsection
(4), a group engaged in international terrorism—and that is itself
a defined term—is a foreign power, and a U.S. person can be an
agent of an international terrorist group just as a non-U.S. person
can under slightly different standards. So it does cover a U.S. cit-
izen who is a member of a terrorist organization and acts to further
the goals of that organization.

With respect to section 204, as I understand it, I think the gist
of section 204 is to allow simultaneous title III and FISA surveil-
lance of the same target. I guess the concerns I have about that
provision—well, let me back up and just say this. I think it is a
good idea to make clear—and we have a provision in here that does
so—that FISA governs FISA, pen/trap governs pen/trap, title III
governs title III.

Doing them simultaneously I think raises two concerns for us.
The first is that under the purpose analysis that’s been discussed
quite a bit today I think when we start using criminal authorities
to get surveillance on a FISA target we muddy the water. We raise
an issue there. I think second, and this is maybe more pressing,
title III does not contain the special secrecy provisions that FISA
contains. In a FISA case if there is a motion to suppress it’s han-
dled ex parte and in camera so that the defendant doesn’t get ac-
cess to the application that led to the surveillance. That’s critical
to protect our sources and methods. The same is not true in title
III.

So if we were to go up title III on some of these targets we would
risk exposing our sources and methods. That’s why we actually use
FISA for most of these targets.

Senator KYL. Thank you very much.
Chairman GRAHAM. Senator Shelby.
Vice Chairman SHELBY. Mr. Chairman, I’ll try to follow up on

what Senator Kyl’s talking about in a sense.
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Mr. Kris, section 105 of the Ashcroft proposals, as I understand
it, would allow U.S. prosecutors to use against U.S. persons, infor-
mation obtained by foreign government wiretaps overseas as long
as U.S. intelligence or law enforcement personnel were not involved
in the surveillance. Is that right?

Mr. KRIS. Yes, sir, that is correct.
Vice Chairman SHELBY. How do you envision the government es-

tablishing at trial that no employee of the U.S. Government was
involved in the foreign surveillance? That might be tough. It might
not be. I don’t know.

Mr. KRIS. I think it might depend on the case. I can, just sitting
here, sort—it’s been a while since I was a trial lawyer, but I can
think of a couple ways. One is we might be able to call or obtain
evidence from the foreign official who conducted the wire and have
the appropriate official over there, wherever it may be, make a cer-
tification, or I think there are authorities for depositions of foreign
witnesses. I don’t want to overstate it because I’m not intimately
familiar with those. But I think there is a mechanism for obtaining
evidence from a foreign government official.

The other way I guess would be to do it from the U.S. side. The
difficulty I guess I see there is it could be anybody.

Vice Chairman SHELBY. Certification would be hearsay, wouldn’t
it, in a sense, unless there’s an exception to it.

Mr. KRIS. I think—and Larry you may have more detail on it—
there is a method of getting information from foreign government
officials into evidence in an American court.

Vice Chairman SHELBY. Could you furnish that for the Com-
mittee?

Mr. KRIS. I would be happy to do that.
Mr. PARKINSON. I would say, Senator Shelby, an analogous situa-

tion arose in the African bombing prosecutions in New York. It was
not electronic surveillance but the circumstances surrounding a
statement given by one of the defendants while in foreign custody
was a significant issue. At the end of the day in pretrial suppres-
sion hearings the prosecutor, who was the primary prosecutor on
the case, actually testified about all the circumstances and what
kinds of contact we had with the foreign government. So it was
fully explored during pretrial proceedings. It actually worked rea-
sonably well.

Vice Chairman SHELBY. And it came in?
Mr. PARKINSON. Well, yes, eventually the statement came in. The

judge ruled that under the circumstances it was admissible.
Vice Chairman SHELBY. I’m just raising the question. I think it

should be raised.
Thank you, Mr. Chairman.
Chairman GRAHAM. Thank you very much, Senator. I wish to ex-

tend my appreciation to this panel for an excellent and I imagine
not the last time that we’ll be discussing these matters with you.
I appreciate the comments that I believe all three of you have
made that it would probably be an appropriate next step for your
offices and our staff to continue to pursue some of the issues raised
here.

My goal is to achieve a blending of what the Attorney General
has recommended and what we had been developing prior to Sep-
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tember 11 so that we can present as the intelligence component of
what is likely to be a larger piece of legislation a piece of legisla-
tion, multiple sections, that had as high a degree of consensus as
possible.

I think the question that Senator Wyden raised underscores that
we aren’t the only place that this issue is going on. As you men-
tioned, Mr. Kris, the reason that maybe you’re here instead of the
Attorney General is that he’s testifying before a Judiciary Com-
mittee, which has jurisdiction over a number of other of the Attor-
ney General’s proposals, particularly those that are more of a
criminal rather than an intelligence orientation.

So we’ve got a lot of work to do, with a sense of urgency to get
on with it. I appreciate your contributions to our progress in under-
standing and appreciating the Attorney General’s proposals as well
as your comments on those that we have made.

Mr. MCNAMARA. Thank you again for your leadership, Mr. Chair-
man.

Mr. KRIS. Thank you, Mr. Chairman.
Chairman GRAHAM. The second panel—and I appreciate your pa-

tience and perseverance—is comprised of Mr. Jeff Smith, former
General Counsel to the Senate Armed Services Committee and
former General Counsel to the CIA, and now a partner of the law
firm of Arnold and Porter; Ms. Kate Martin, director of the Center
for National Security Studies; and Mr. Jerry Berman, executive di-
rector, Center for Democracy and Technology.

Thank you very much to all three of you. Again, I appreciate
your willingness to testify on short notice and about this important
and complex set of legislative proposals.

Mr. Smith.
[The prepared statement of Mr. Smith follows:]

PREPARED STATEMENT OF JEFFREY H. SMITH

Mr. Chairman, it is an honor to appear before you this afternoon to discuss these
issues of great national importance.

You have asked me to discuss my views on how the United States should respond
to this attack, particularly from an intelligence and law enforcement perspective.
You have also asked for my views on the legislation pending before the Senate, par-
ticularly on those issues for which this Committee has jurisdiction.

It is a special privilege for me to appear before this Committee, because I was
honored to be a member of its staff for nearly 5 years. Mr. Chairman, Mr. Vice
Chairman, I commend you for your leadership over the years, particularly in this
extraordinarily difficult and demand time. I am sure this Committee and the Con-
gress will play a great role in leading this Nation to victory.

Let me also add, Mr. Chairman, a note of commendation to the truly extraor-
dinary efforts being made by the men and women of the U.S. Intelligence Commu-
nity. They are working around the clock in an unprecedented effort of dedication
and determination to find out who attacked us, prevent future attacks, and support
the U.S. diplomatic, military, law enforcement and intelligence response that is
forthcoming. In particular, I know that George Tenet has put his heart and soul in
this effort, and he deserves the nation’s thanks.

OVERVIEW

Not long ago, there was much talk that we were headed toward a borderless
world. Many believed that such factors as the revolution in information technology
would render borders meaningless. Some even questioned the future of State sov-
ereignty, although others asserted that the State would survive and remain the
principal actor in international politics.

The increased flow of capital, goods, people, technology, and ideas across borders
has brought much to many of the world community. However, as the President has
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stated, those who stand to lose from such trends have lashed out in irrational fear
at the freedom, progress and prosperity the rest of the world enjoys. These forces
of fear have woven a network across many borders of like-minded individuals, orga-
nizations and governments to declare war on us and our allies.

The very nature of this international network presents us with unique challenges
for which we must find new and innovative responses. This threat comes at us from
many directions and in many guises, and we must be prepared to respond on an
equally broad front.

The terrorists have created their own borderless world, and it is therefore ironic—
and most appropriate—that President Bush has called upon all states to enforce the
most basic rules of international law: namely, that states must exercise govern-
mental authority within their defined borders. President Bush has rightly de-
manded that every State abide by the rule of law by rooting out terrorists on its
territory or cooperating with us in doing so. Indeed, all states have a common inter-
est in defeating these forces of terror and fear because these forces can turn on
other states as surely as they have turned on us.

How then, should the United States respond? In my opinion, five principles should
govern our response.

First, because this is a seamless, borderless attack we cannot have artificial
seams or borders in our responses. In the past, we have approached terrorists acts
by asking whether a particular act is a law enforcement, intelligence, or national
security matter. That question must no longer be the first question. We must be
able to collect and analyze information; then sort out later whether it’s ‘‘evidence’’
or ‘‘intelligence.’’

We must see this as an integrated threat for which we must have a single, inte-
grated response. There should be no artificial ‘‘stove pipes’’ in our responses. By that
I mean we must have, as the armed services do, a ‘‘joint’’ response. For many years
now, the Department of Defense has worked very hard to create joint organizations
that will fight jointly. The same must be true not just within our military but across
the government.

This is easier said than done, but the President took a major step in this direction
by appointing Governor Ridge as the cabinet-level coordinator for homeland secu-
rity. The contours of his responsibility are not entirely clear at this point, but con-
sideration should be given to a ‘‘civilian CINC’’ who would be responsible for coordi-
nating the U.S. war on terrorists. Much as the Goldwater-Nichols Defense Reorga-
nization Act of l986 gave increased authority to our CINCs overseas, a civilian
CINC for counter-terrorism could pull together all of the various elements to re-
spond to the war. Perhaps, like a military CINC, the various agencies should assign
‘‘forces’’ to him for the fight. President Bush may have intended that Governor
Ridge function in this manner. In any event, I believe we need to continue to work
very hard to resolve the organizational issues.

Second, our laws and regulations must be reviewed to assure that they do not fos-
ter the stovepipes that have caused so many problems in the past. For example, we
know that government agencies do not share information as efficiently or as quickly
as they should. In some instances, current law prevents such information-sharing.
Those laws should be reviewed and changed as appropriate to foster effective infor-
mation-sharing. I am pleased to see that many of the specific proposals before Con-
gress make those changes.

In addition to legal requirements, attitudes and traditional rivalries continue to
impair information-sharing. Nevertheless, it has been my experience that when U.S.
officials are given a particular mission, they roll up their sleeves, share the informa-
tion and get the job done. I am sure that is what has happened after this attack.
It is now up to Congress to eliminate unnecessary impediments in the law that clog
the machinery of government. The executive branch, too, must reduce or eliminate
unnecessary constraints on the sharing of information.

At the same time, we must recognize that many of these rules, such as grand jury
secrecy, were enacted to protect the rights of our citizens. We must find a way to
accommodate the Intelligence Community’s needs without impairing the rights of
U.S. citizens.

Third, we must be as aggressive as our Constitution will permit. For example, we
should examine whether the standards for conducting electronic surveillance of non-
U.S. citizens within the United States to acquire foreign intelligence should be
changed. Yesterday’s Washington Post reports (p. A18) that the FBI wanted to ini-
tiate electronic surveillance against some of Osama Bin Laden’s non-U.S. person as-
sociates in the United States prior to the attack but the Justice Department did not
believe there was adequate authority under FISA to obtain a wiretap. If that’s true,
we should change the law.
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The basic concept underlying FISA is that a warrant is required to approve elec-
tronic surveillance to collect foreign intelligence in the United States—but that a
somewhat lower standard is appropriate than for criminal purposes. FISA also dis-
tinguishes between U.S. persons and non-U.S. persons and it is, in theory, easier
to obtain a warrant to collect against non-U.S. persons than U.S. persons.

I have not had time to review the recent case law on surveillance of non-U.S. per-
sons. But I am generally aware that courts have, over time, extended more Fourth
Amendment protections to non-U.S. persons. I suspect, however, that most if not all
of those cases are criminal cases. I believe, therefore, that Congress should take a
hard look at the standards in FISA for conducting surveillance of non-U.S. persons
and consider easing the standards for obtaining warrants for electronic surveillance
against non-U.S. persons for foreign intelligence purposes.

As Justice Arthur Goldberg said, the Constitution is not a suicide pact.
Consideration should also be given to changing the rules on ‘‘minimization’’ of in-

formation about U.S. citizens obtained in the course of electronic surveillance under
FISA. It is my impression that intelligence analysts believe that valuable intel-
ligence frequently is lost because of an overly cautious interpretation of the mini-
mization rules.

Fourth, we will win this war—but how we win it matters. We must not abuse the
rule of law at home in seeking to enforce it overseas. We must be determined, and
when necessary prepared to use lethal force. But that does not mean that we
should, as some people have said, ‘‘throw out all the rules.’’ The world has developed
a body of law, the Law of War, governing the conduct of armed conflict. These rules
are designed not only to reduce the horrors of war and to protect noncombatants,
but also out of a recognition that the manner in which the war is fought should not
cause future conflict by sowing the seeds of hatred.

In that respect, we need to examine each of our proposed actions with respect to
the rule of law and how it will be seen by others. For example, we should not re-
scind the ban on assassinations. Americans are not assassins. Repealing the ban
crosses a line that most Americans are uncomfortable crossing. In any event, we
have been able to conduct military and intelligence activities, including some using
lethal force, to accomplish our objectives in the past. Moreover, it is not an effective
deterrent to terror. It often creates martyrs and heroes among the terrorists and
exposes our own leaders to increased threats of assassination. Finally, when this
war is over, I do not believe we want a world in which our actions have established
the assassination of foreign leaders as an acceptable norm of international behavior.

Fifth, the U.S. response should mobilize all resources of the nation. In particular,
the President should call upon American industry to put its genius to work to meet
and defeat this threat. The President should support innovative, public/private coop-
erative efforts to ensure that the best minds in industry, academia and other ele-
ments of the private sector are marshaled against this national threat.

However, concerning the specific legislation currently under consideration, I be-
lieve that the Congress should make clear that with respect to increased electronic
surveillance, the government will not adopt technical mandates requiring the infor-
mation technology industry to build their systems in such a way as to facilitate
interception, to enhance security or to control the dissemination of encryption. In-
stead, the government should reach out to industry and harness market forces to
achieve the necessary results.

A national objective must be to assure that U.S. industry remains the world lead-
er in these fields. Our security is much better enhanced by having American indus-
try continue to lead rather than to face information technology and encryption pro-
duced overseas, which would happen if the United States exerts an overly heavy
hand and interferes in the marketplace in the development of technology.

I also believe, Mr. Chairman, that this committee should carefully review the Ad-
ministration’s bill from the perspective of whether it takes into account all of the
concerns raised by the Intelligence Community. I appreciate that the bill was very
quickly pulled together and I value the need for speed. But we must be careful not
only on the civil liberties side, but also on the government’s side. For example, I
know there are concerns as to whether there has been adequate sharing of informa-
tion from the law enforcement agencies to the Intelligence Community. There may
also need to be minor adjustments to FISA to address recent or anticipated develop-
ments in technology.

For all of these reasons, it seems prudent to me to enact those provisions for
which there is wide support and proceed more deliberately on other provisions.

PROPOSED LEGISLATION

Now let me turn to the specifics of the legislation.
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You have asked me to consider those provisions of the bill as introduced on behalf
of the Administration that are within the jurisdiction of this Committee. You have
also asked me to comment on the bill introduced by the Chairman of this Com-
mittee. I have not had a great deal of time to study either bill, but I am happy to
provide the following preliminary comments.

ADMINISTRATION’S BILL

Turning first to the bill as introduced on behalf of the Administration, I note that
Section 103 amends 18 U.S.C. 2510(7) to permit sharing of Title III wiretaps with
any officer or employee of the executive branch of the Federal Government.

The proposed change in the statute includes no limitation as to whom it may be
given. It seems prudent to limit the purposes for which such information may be
disseminated within the executive branch, for example by limiting it to national se-
curity matters.

The analysis also says that it will harmonize Title III standards with those of
FISA. However, intelligence officers have complained that too frequently the Depart-
ment of Justice either refuses to share information collected under FISA or is very
slow in providing it. I believe this is a more fundamental question and ought to be
addressed along the lines I suggest above. I can see no reason why information col-
lected by the Department of Justice under a FISA wiretap is not immediately made
available to a relevant agency of the Intelligence Community. If it concerns a U.S.
person, it seems to me that the Attorney General could require common minimiza-
tion standards to be followed by all intelligence agencies.

Section 104 is characterized as a ‘‘savings provision,’’ and the explanation says
that it provides that collection of foreign intelligence is governed by foreign intel-
ligence authorities rather than by criminal procedural statutes. That is a note-
worthy objective, as I discuss above. However, it is not clear to me what this pro-
posed change would accomplish. I believe more detailed explanation of the proposed
changes and its consequences are needed.

Section 105 appears to codify the so-called ‘‘silver platter’’ doctrine; namely that
when a foreign government provides information to the U.S. Government for which
the U.S. Government has not asked nor had any role in collecting, the U.S. Govern-
ment may use that information. However, I am troubled by the proposed language
of the new section 2514(1)(b). It would require that when a U.S. official participated
in the electronic surveillance, the information collected may only be used when it
‘‘would have been lawful if executed within the United States.’’ That may be entirely
appropriate in the case of a criminal prosecution, but I do not believe such limita-
tion should apply in a case of collection of foreign intelligence. There may also be
reason to distinguish between information collected on a U.S. person—for which a
higher standard might be appropriate—and a non-U.S. person.

Section 151 extends the duration of the time—to 1 year—that the FISA court may
authorize search and surveillance in the United States of officers and employees of
foreign powers and foreign members of international terrorist groups. This is the
same provision as section 202 of Senator Graham’s bill and seems to be a sensible
provision.

Section 152 expands the obligations of third parties to furnish assistance to the
government under FISA, particularly when the target moves frequently to avoid de-
tection. This is substantially the same as section 203 of Senator Graham’s bill and
enhances the ability to monitor individuals who move rapidly to change the mode
of their communication to avoid detection. It also seems sensible and should be
adopted.

Section 153 would change the language of FISA so that it may be used where for-
eign intelligence is ‘‘a’’ purpose of the investigation, as opposed to current law which
limits it to instances in which it is the sole or primary purpose of the investigation.
Consistent with my views as outlined above, I believe this is an appropriate change.
I believe the government should have flexibility in deciding whether to initiate a
FISA collection, particularly when foreign nationals are involved, as opposed to
being forced into a Title III collection with its higher standards. However, the Com-
mittee should ask the Administration whether current law has limited its ability to
conduct FISA in instances in which the Administration thinks it would have been
appropriate. The Committee should be careful in endorsing this change because it
holds out the potential that the government would seek FISA surveillance war-
rants—when it didn’t have enough information to get a Title III order—but in which
the foreign intelligence information to be obtained was remote or highly speculative.

Section 154 calls for greater sharing of foreign intelligence information held in the
hands of the Department of Justice, whether in a grand jury proceeding or obtained
under Title III. I believe this is an extremely important provision but note that it
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does not appear to be codified. I believe it should be. I also note that it is similar
to section 354 of the Administration’s bill and section 301 of Senator Graham’s bill.
My first impression is that this provision in the Administration’s bill is the most
clear. In particular, the Administration’s proposal mentions Rule 6E of the Federal
Rules of Criminal Procedure, which has been a significant bar to providing relevant
information from Grand Jury investigations to the Intelligence Community.

Section 155 would eliminate the requirement that the government establish that
a communications device has been used to contact ‘‘an agent of a foreign power’’ in
order to obtain a FISA order for a pen register/trap and trace order. I believe this
makes sense and should be adopted.

Section 156 would give the Attorney General the authority to seek information
with an ‘‘Administrative Subpoena’’ for documents and records similar to the author-
ity that he has in drug investigations. This seems to be a sensible provision.

Section 157 expands the authority of the FBI to issue National Security Letters
to request certain information. Current law requires both a showing of relevance
and a showing of links to ‘‘an agent of a foreign power.’’ The elimination of this lat-
ter requirement would permit the FBI to seek information in the same fashion as
with criminal subpoenas. It seems to me sensible and should be adopted?

Section 354 makes specific changes to the Federal Rules of Criminal Procedure,
and in combination with section 154 seems a sensible approach.

Although the Committee does not have jurisdiction over section 110 of the Admin-
istration’s bill, I have one comment that I believe the Committee should consider
and perhaps recommend to the Judiciary Committee. That section amends Title 18
so that a provider of telecommunications and services, including ISPs, could provide
information to a governmental entity, including the contents of the communication,
if the company ‘‘reasonably believes that an emergency involving immediate danger
of death or serious physical injury to any person justifies disclosure of the informa-
tion.’’ Companies ought to be encouraged to provide such information to the govern-
ment in such circumstances. However, I note that there is no immunity for a com-
pany that makes such a disclosure. There is such proposed statutory immunity in
Section 158, which provides for disclosure of educational records. That section pro-
vides ‘‘no person furnishing records or information pursuant to this subsection shall
be liable to any other person for furnishing such information.’’ I suggest that a simi-
lar provision be considered to protect those companies who voluntarily provide infor-
mation on individuals to the government as provided under Section 110.

CHAIRMAN GRAHAM’S PROPOSAL

Turning to the bill suggested by the Chairman, I have the following comments.
Section 101 would add a new provision to the responsibilities of the DCI to ‘‘estab-

lish requirements and priorities for and manage the analysis and dissemination of
all foreign intelligence collected under FISA.’’ My inclination is that this is a good
idea in that it would authorize the DCI to take a greater role in the use of FISA
to collect and analyze foreign intelligence. However, I believe that the views of the
DCI should be sought and carefully considered. It is important that the authority
of the DCI be sufficient to assure that FISA collection is done in an efficient manner
to support the collection of foreign intelligence but without giving the DCI excessive
authority to direct the use of electronic surveillance in the United States.

Section 102 revises the National Security Act to make it clear that the DCI has
particular responsibilities for international terrorism. Again, I believe this is a good
change, as there has been considerable debate within the executive branch as to pri-
macy for the collection, analysis and dissemination of information on international
terrorism. This is a welcome change.

Section 103 would add a provision to the National Security Act stating that an
officer of the Intelligence Community ‘‘may establish and maintain an intelligence
relationship with any person for purposes of acquiring information’’ on a variety of
terrorist targets. This is clearly aimed at assuring that case officers in the field will
be encouraged to take the necessary risks associated with recruiting a human
source in a terrorist organization, even when that individual may have committed
murder or engaged in other serious human rights abuses or criminal activities.

The current guidelines were adopted by the CIA in 1995 because of concerns ex-
pressed widely in the press and the Congress that the Agency had dealt with such
individuals. The guidelines adopted a simple test: Does the value of the intelligence
that the individual could provide outweigh the risks to the United States that would
be associated with dealing with this individual? The guidelines have two purposes.
First, to assure that Headquarters make an informed decision to authorize the re-
cruitment of such an individual. The view was that the balancing test should be
done at Headquarters, not in the field. The second purpose is to protect the officer
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involved. Once approval had been granted from Headquarters, the officer has a
‘‘hunting license’’ and is free to proceed, knowing that he or she had the full backing
of Headquarters. This latter point was particularly important because in the mid-
90’s several officers were under investigation by congressional committees, the
PFIAB, the CIA/IG, and, in some instances, criminal grand juries. Many officers, as
this Committee well knows, felt it necessary to purchase personal liability insurance
on their own to cover the costs of hiring outside counsel to defend themselves from
the various investigations. I thought then, and think now, that no CIA case officer
should ever have to purchase such insurance out of his or her own pocket.

I understand that many officers in the field believe that these guidelines are a
hindrance to recruiting sources in terrorist organizations. I also understand that
CIA Headquarters maintains that the guidelines do not hinder the recruiting of
sources who could provide valuable intelligence in these organizations. It is there-
fore difficult to know where the truth is. However, it is clear that there is a percep-
tion in the field that these guidelines inhibit recruiting. CIA case officers must know
that they are encouraged to take risks and that when they do so, they will be
backed up by CIA Headquarters, the rest of the National Security establishment,
and the Congress.

Therefore, these guidelines should be carefully reviewed by the DCI and his top
leadership team, and if they are in fact inhibiting recruiting in the field, they should
be changed.

I do have reservations about Section 103 of this bill. First, it provides that an offi-
cer may maintain a relationship only ‘‘for purposes of acquiring information.’’ Thus,
if an officer had a relationship with a source inside a terrorist organization, this lan-
guage would limit our ability to direct that officer to use that relationship to disrupt
a terrorist organization, for example by feeding misinformation to his source or by
using his source to support a covert operation that would be designed to disrupt or
destroy the terrorist organization. Second, it raises questions about CIA case officers
dealing with persons in other groups, such as international organized crime or inter-
national narcotics organizations, that enjoy no similar provision.

On reflection, I think the Congress could usefully order the Director of Central
Intelligence, perhaps in conjunction with PFIAB or some other outside organization,
to conduct a careful review of these guidelines and, if they are in fact hindering the
recruiting efforts in the field, they should be changed accordingly.

Section 104 defers submittal to Congress of certain reports and will surely be
most welcome.

Section 201 amends FISA to exclude from the definition of interception an instruc-
tion or signal that is given to operate an electronic device. That seems a sensible
provision and should be adopted.

Sections 202 and 203 are analogous to Sections 151 and 152 in the Administra-
tion’s bill and, as noted above, should be adopted.

Section 204 seeks to clarify the relationship between Title III and FISA wiretaps.
The consequences of this provision are not immediately clear but it does not seem
sensible to me to have a situation in which two collections efforts are being mounted
in parallel.

Section 301, as discussed above, is designed to assure that the Intelligence Com-
munity is given access to information held by the Department of Justice. This is a
commendable objective but my inclination is to favor the provisions in the Adminis-
tration’s bill, as they seem more clear.

Sections 302, 303 and 304 also make reasonable and thoughtful changes to exist-
ing law and should be adopted.

Mr. Chairman, in conclusion let me repeat how honored I am to address these
issues, and I look forward to answering the Committee’s questions.

STATEMENT OF JEFFREY H. SMITH, PARTNER, ARNOLD
AND PORTER

Mr. SMITH. Thank you, Mr. Chairman. I will be brief. The hour
is late. I have submitted a statement which I will try to summarize
here in just two or three moments.

It’s clearly an honor to be here and to be back in front of this
Committee. I was Senator Nunn’s designee to this Committee for
many years, and it’s an honor to be back.

Also, on behalf of my former colleagues at CIA and in the Intel-
ligence Community, they are putting forward an unprecedented
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level of dedication as we speak, and I think we all owe them a vote
of thanks. George Tenet, also a former alumni of this great Com-
mittee, has put his heart and soul into this effort and he deserves
the Nation’s thanks.

As I think about the issues you’ve asked me to address, it seems
to me there are five principles that we ought to approach. I have
taken a somewhat broader approach than just some of the specific
questions you’ve asked me. This is a seamless attack on the United
States across international borders, and in our response we need
to have a seamless response as well. We need to, as you are trying
to do, Mr. Chairman, try to create an integrated response to an in-
tegrated threat. There should be no stovepipes in the U.S. Intel-
ligence Community that would impair our ability to respond.

Senator Shelby mentioned that in his opening statement. We
don’t want any stovepipes. We need to get rid of those.

Much as the Goldwater-Nichols Defense Reorganization Act of
1986 gave increased authority to our CINCS overseas—com-
manders-in-chief overseas—I’m rather attracted to the idea of a ci-
vilian CINC to attack counterterrorism, perhaps even adopting the
model where forces from various U.S. agencies are assigned to this
individual much as they are assigned an overseas CINC so that he
or she can accomplish his mission.

Second, our laws and regulations must be reviewed to make sure
that they do not foster the stovepipes that have caused so many
problems in the past, and I am pleased to see that many of the pro-
posals you’ve put forward address those changes.

Clearly we have to recognize that many of these rules—such as
grand jury secrecy and so on—were enacted to protect the rights
of our citizens, but we have to find a way to make our government
work more effectively.

Third, I think we should be as aggressive as our Constitution
will permit, particularly with respect to non-U.S. persons. Yester-
day’s Washington Post reports on page A18 that the FBI wanted
to initiate electronic surveillance against Osama bin Ladin’s non-
U.S. person associates in the United States prior to the attack, but
the Justice Department did not believe that there was adequate
authority, given the information available to them, to get a FISA
tap. If that’s the case, I think we ought to look at the law and see
whether it’s working adequately. As Mr. Justice Goldberg said, the
Constitution is not a suicide pact.

Fourth, we will win this war against terrorism, but how we win
it matters. We must not abuse the rule of law at home in seeking
to enforce it overseas. We need to examine each of our proposal ac-
tions with respect to the rule of law and see how it would be seen
by others. It’s beyond the scope of what you’ve asked me to think
about, but, Mr. Chairman, I don’t think it’s a good idea to rescind
the ban on assassinations. Americans are not assassins. We’ve been
able to do everything we need to do without crossing that line.
When this war is over, I do not believe we want a world in which
the actions of the United States have established that the assas-
sination of foreign leaders is an acceptable norm of international
behavior.

Fifth, I think we should mobilize all resources of the Nation. In
particular, I think the Government ought to reach out to industry
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and harness some of the genius of our industry to assist in the war
on terrorism. The national objective must be to assure that our in-
dustry remains the world leader in all of the fields at play here,
from aviation to information technology.

Finally, Mr. Chairman, I know you asked the Administration
witnesses this, but I think particularly from this Committee’s point
of view as you move forward I urge you to consult closely with the
Intelligence Community. To be perfectly candid about it, the Ad-
ministration’s bill was put together in a great rush, and I think we
want to make certain that the issues that concern the Intelligence
Community are adequately reflected in the Administration’s bill or
clearly in any bill that the Congress passes.

I’ve given the Committee extended comments on details of the
legislation. I’m pretty rusty in many of the ins and outs of how
these laws work, so please forgive my conclusions if they are inad-
equate. I won’t go through them at any length. Two or three things
I want to mention very briefly.

The first is again beyond the scope of this Committee but section
110 of the Administration’s bill says that companies are encour-
aged to provide information to the Government even including the
content of U.S. person communications when in an emergency it
would risk life and limb. I think that’s an honorable provision, but
I notice that there’s no immunity for the companies should they do
that.

The Administration has also made a proposal that educational
universities have to turn over educational records of individuals,
and in that instance they are proposing to give the educational in-
stitutions immunity. I think a similar grant of immunity should be
considered in the case of U.S. companies who give to the Govern-
ment information on U.S. persons voluntarily.

I’m happy to talk about section 103 of your bill, Mr. Chairman,
that would deal with the question of dirty assets. I do want to com-
mend you for section 102, which gives the DCI increased authority
over counterterrorism. When I was general counsel of the CIA we
spent an unconscionable amount of time arguing with the FBI over
who was going to issue the report prior to the 1996 Atlanta Olym-
pics, whether that was the FBI’s responsibility or our responsi-
bility. Those sorts of arguments ought not take place.

Mr. Chairman, I’m happy to answer your questions.
Chairman GRAHAM. Good. Thank you very much, Mr. Smith. I’m

going to call in your two brethren on this panel and then we will
ask questions to all of you together.

Mr. BERMAN. We talked and tried to say could we split the baby
in half.

Chairman GRAHAM. I will call on both of you collectively and you
can allocate the time as you wish.

[The prepared statement of Mr. Berman follows:]

JERRY BERMAN, EXECUTIVE DIRECTOR, CENTER FOR DEMOCRACY & TECHNOLOGY

Mr. Chairman, Mr. Vice-Chairman, members of the Committee, thank you for the
opportunity to testify at this hearing on the momentous question of improving our
nation’s defenses against terrorism in a manner consistent with our fundamental
Constitutional liberties.

The Center for Democracy and Technology is a non-profit, public interest organi-
zation dedicated to promoting civil liberties and democratic values for the new dig-
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ital communications media. Our core goals include enhancing privacy protections
and preserving the open architecture of the Internet. Among other activities, CDT
coordinates the Digital Privacy and Security Working Group (DPSWG), a forum for
more than 50 computer, communications, and public interest organizations, compa-
nies and associations working on information privacy and security issues.

CDT joins the Nation in grief and anger over the devastating loss of life resulting
from the September 11 terrorist hijackings and attacks against the World Trade
Center and the Pentagon. Like many, our relatively small staff had friends and ac-
quaintances killed in those heinous acts. We fervently support the efforts of our
Government to hold accountable those who direct and support such atrocities.

It is clear that improvements need to be made in America’s counter-terrorism pro-
cedures, and it appears there are many things that can be done without harming
civil liberties. But we know from history that measures hastily undertaken in times
of peril—particularly measures that weaken controls on government exercise of coer-
cive or intrusive powers—often infringe civil liberties without enhancing security. In
the current climate, it is all the more important to act deliberately and ensure that
our response is balanced and properly targeted. If we give up the constitutional free-
doms fundamental to our democratic way of life, then the terrorists will have won.

In that regard, Mr. Chairman, we commend you and the Committee for holding
this hearing, and taking the time to consider the legislative proposals put forth by
the Administration and those you have developed. Only through the hearing process
can you and the American public understand what is being proposed, how it would
change current law, and whether the changes are responsive to any deficiencies that
the September 11 attack may have revealed. Just as President Bush and his mili-
tary advisers are taking their time in planning their response, to ensure that they
hit the terrorist targets with a minimum of collateral damage, so it is incumbent
upon this Congress to avoid collateral damage to the Constitution.

COMMENTS ON CHAIRMAN GRAHAM’S ‘‘INTELLIGENCE TO PREVENT TERRORISM ACT’’

My testimony will focus on the electronic surveillance provisions in both Chair-
man Graham’s ‘‘Intelligence to Prevent Terrorism Act’’ and the Administration’s pro-
posed ‘‘Anti-Terrorism Act of 2001.’’ My colleague Kate Martin will focus on several
other provisions in the bills that need clarification. Many provisions of the Chair-
man’s bill appear narrowly and approximately crafted to carefully provide desired
intelligence capabilities; however I will also highlight at least one provision of the
bill—Section 201—that may have broad implications for the Internet.

As you well know, this Committee—and the current legal structure of the Intel-
ligence Community—were established after Watergate both to improve intelligence
and to ensure that the rights of Americans were not eroded by the vast and some-
times vague intelligence authorities that had previously existed. The legal and over-
sight system for intelligence sprang not just from a concern about civil liberties, but
also from a concern about improving the efficacy of intelligence gathering. As such,
the Committee mission demands a careful vetting of any new proposed intelligence
authorities and we applaud the committee for holding these public hearings to do
so.

A number of the provisions of both the Chairman’s bill and the Attorney General’s
bill would change provision of the Foreign Intelligence Surveillance Act of 1978
(FISA). As the Committee is also well aware, FISA gave extensive authority to the
Intelligence Community. Under it the FBI and CIA have considerable capability to
conduct electronic surveillance without the high standards (such as a showing of
probable cause of criminal conduct, notice, and eventual adversarial scrutiny) de-
manded under our domestic criminal law for wiretapping. In exchange for these sig-
nificantly lowered standards allowing much greater intelligence surveillance, FISA
demanded a clear separation—a wall—between electronic surveillance conducted for
intelligence purposes and electronic surveillance conducted for criminal law pur-
poses. FISA was based on a clear understanding that it would not become a back
door for use of foreign intelligence surveillance in domestic criminal investigations.
FISA information that was incidentally collected regarding criminal matters could
be shared across this wall but the purpose of a FISA surveillance had to be intel-
ligence. This was intended to avoid a major erosion of our constitutional rights
through the lower standards of FISA surveillance.

As we read the Chairman’s bill, we applaud what appears to be the committee’s
intent to maintain that distinction between intelligence authorities and domestic
law enforcement provisions. We are particularly pleased to see that the Chairman’s
bill does not appear to intended a rewriting of the FISA authorities. As described
below, however, we believe that the Attorney General’s bill does not reflect this
deeper understanding and would eviscerate the FISA principles, allowing foreign in-
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telligence surveillance standards to be used in criminal investigations. (See, e.g., Ad-
ministration bill, Sections 151–157) Thus, while we have concerns about some spe-
cific provisions, we believe the Chairman’s bill is far more narrowly crafted, and
more appropriately targeted to the situation at hand.

First and foremost, we note with approval Section 204’s attempt to make it clear
that the FBI could conduct both a Title III criminal wiretap and a FISA wiretap,
intercepting the same communications for different purposes. If done properly, this
is a more direct and appropriate approach to allow criminal investigations and intel-
ligence investigations to go forward side-by-side. We need to explore with the com-
mittee the specific language of the section, but if it tracks the intent expressed in
the section-by-section analysis, we believe it is an appropriate approach.

Section 202, regarding the duration of certain FISA surveillance authorities,
raises some concerns. FISA electronic surveillances of persons are already granted
for periods three times longer than Title III surveillances. Under 202, the duration
of surveillance before any judicial oversight would be extended from 90 days to 1
year. In the case of physical searches, the period would be extended from 45 days
to 1 year. Courts have only turned down one FISA application in the 22-year history
of the statute’s use. Judicial review, after 45 or 90 days, hardly seems overly bur-
densome; if surveillance should continue a judge will surely—given the history of
discretion in these matters—renew the order. The risk of this provision is that un-
productive surveillance could continue for long periods of time without any judicial
oversight.

Section 203, the assistance section, may also merit more careful drafting. To the
extent, as indicated in the section-by-section analysis, it is only requiring additional
assistance from service providers that cannot be identified in advance, we believe
it is a measured response. However, we believe the language should be reviewed
with staff to ensure that it is not granting new surveillance authorities.

Section 201 raises concerns and is one area where we should not legislate quickly
in this complex field of electronic surveillance law. Frankly, we find the language
to be very ambiguous and potentially very broad. It must undergo further discussion
and more careful drafting.

As drafted, the provision would exclude from the definition of ‘‘electronic surveil-
lance’’ any ‘‘instruction or signal’’ sent to a computer—if it was not a communication
to another person, or was not for lawful information retrieval—thereby exempting
such information from the reduced standards of FISA. As we read the interaction
of Title III and FISA, this would allow the interception of such signals with no judi-
cial oversight.

While apparently intended to allow interception of communications ‘‘from a hack-
er, located abroad’’ the provision also sweeps in a broad class of otherwise protected
communications. It would appear to include, for example:

• commands sent remotely to a home security system;
• reminders being sent to an online calendar or alarm clock system;
• stock trade commands sent to an electronic trading system;
• programs or files being sent (not retrieved) to a computer system;

or any other commands one sends to one’s own computer, Palm Pilot, or wireless
phone. All of these sensitive communications, in which there is both a reasonable
expectation of privacy and a warrant would be required for law enforcement pur-
poses, could now be obtained under FISA and without judicial oversight.

It is also unclear how the provision could be applied in practice. In a packet-
switched data interception environment like the Internet, it is difficult if not impos-
sible to know in many cases which packets to be intercepted contain an ‘‘instruction
or signal’’ for a computer and are not for information retrieval, and which contain
information that should require a judicial order. In many, if not in most, cases it
will only be possible to see whether this provision applied after the communication
is intercepted, read, and analyzed. Thus, if this provision is to be used it would ap-
pear to create a license for interception of numerous communications that would ul-
timately be discarded after they are read and analyzed.

Section 201 would appear to create a giant hole in the FISA electronic surveil-
lance requirements and would allow the interception of numerous personal commu-
nication without judicial oversight. It is in serious need of redrafting at the very
least; if its goal is to allow interception of hackers attacking a computer, it seems
better addressed by provisions that would allow target computer owners to consent
to the interception of attacks on their computers.

We recommend that this section be deleted or substantially clarified.
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COMMENTS ON ADMINISTRATION PROPOSALS

The Administration’s Anti-Terrorism Act of 2001 goes far beyond the measured
response of this committee. It would expand Federal Government authorities, in-
cluding the authorities of the intelligence agencies, to conduct electronic surveillance
and otherwise collect information on U.S. citizens. Some of the changes are quite
fundamental. The bill includes numerous, complex provisions extending the surveil-
lance laws (while raising many questions about how they will be implemented) and
altering the long-standing distinction between criminal investigations and foreign
intelligence investigations. Many of the changes are not related to security concerns
raised by the September 11 terrorist attacks. Many are not limited to terrorism
cases, but relate to criminal investigations. Some have been proposed by the Justice
Department before, and some have even been rejected by Congressional committees.

In terms of the issues within the jurisdiction of this Committee, these are our top
concerns:

• Section 153. Foreign Intelligence Information. Allows the FBI to collect evidence
for criminal cases under the looser standards of foreign intelligence investigations—
an end-run around the relatively stringent requirements for wiretaps in criminal
cases and a breach of the understanding that led to enactment of FISA.

• Section 155. Pen Register and Trap and Trace Authority. Eliminates the only
meaningful statutory control that exists on use of pen registers ant trap and trace
devices in intelligence cases.

• Section 156. Business records. Allows access to any business records upon the
demand of an FBI agent, with no judicial review or oversight.

• Sec. 157. Miscellaneous national-security authorities—Amends several key pri-
vacy laws, allowing much greater access to banking, credit, and other consumer
records in counter-intelligence investigations, with no judicial review at all.

A more detailed analysis of the Administration’s bill follows below. Once again,
we appreciate and commend this Committee’s efforts to gather public input and to
hold this hearing today. We hope the Committee will move forward with those pro-
visions of its bill and the Administration’s bill that are non-controversial and re-
sponsive to the tragic attacks of September 11, but will defer on the other more
complex and divisive provisions that we have identified. We look forward to working
with the Committee and staff to craft an appropriate response at this perilous mo-
ment in our country’s history, and to avoid a rush to judgment on legislation that
could ultimately imperil both freedom and security.

EXTENDED ANALYSIS OF THE ADMINISTRATION BILL

The Administration’s bill has two kinds of provisions that give rise to concerns:
those that would lower the standards for government surveillance and those that
address the difficult question of information sharing.

In terms of collection standards, our law enforcement and intelligence agencies al-
ready have broad authority to monitor all kinds of communications, including e-
mail. Both the criminal wiretap statute and the Foreign Intelligence Surveillance
Act already cover terrorism. For some time, it has been recognized that those stand-
ards need to strengthen the standards for government surveillance. We see no jus-
tification for the changes proposed in the Administration bill that weaken those
standards. We are particularly opposed to changes that would eliminate the judicial
review that can be the most important protection against abuse.

The Foreign Intelligence Surveillance Act allows the FBI to conduct electronic sur-
veillance and secret physical searches in the United States, including surveillance
of U.S. citizens, in international terrorism investigations. FISA also authorizes court
orders for access to certain business records. As you know, the standards under
FISA are much lower than the standards for criminal wiretaps, and in return, the
surveillance is supposed to be focused on the collection of intelligence, not criminal
evidence. The FISA court, which last year approved more than 1000 surveillance re-
quests, has denied only one request in its 22 year history.

Distinct from the Administration’s unsupportable desire to avoid judicial controls
on its authority, perhaps the central and most important problem facing the Con-
gress is the question of information sharing. For many years, this has been recog-
nized as a very difficult question; it is one that will be especially difficult to resolve
satisfactorily given the pressure-cooker atmosphere of this time. We want to work
out a balanced solution. But it cannot be done by wiping away all rules and bar-
riers. Any solution needs to preserve the fundamental proposition that the CIA and
other intelligence agencies should not collect information on U.S. citizens in the
United States.
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Sec. 103. Authorized Disclosure
Allows disclosure of information obtained from wiretaps with any executive branch

official.—This is clearly too broad, especially in light of the vague language in 18
USC 2517 that allows sharing when appropriate to the proper performance of the
duties of the official making or receiving the disclosure. The issue of greatest con-
cern to us is that the CIA and other intelligence agencies would begin compiling
files on U.S. persons. This provision should be narrowed, so that it authorizes disclo-
sures to personnel with intelligence, protective, public health or safety, or immigra-
tion duties, to the extent that such disclosure is related to proper performance of
the official duties of the officer receiving the disclosure, and with the proviso that
nothing therein authorizes any change in the existing authorities of any intelligence
agency. (Rather than amending the definition section of Title III, it might be better
to build these concepts directly into section 2517.)
Sec. 105. Use of Wiretap Information from Foreign Governments

Allows use of surveillance information from foreign governments, even if it was
seized in a manner that would have violated the fourth amendment.—Section 105
makes surveillance information collected about Americans by foreign governments
(so long as U.S. officials did not participate in the interception) admissible in U.S.
courts even if such interceptions would have been illegal in the United States. Such
a provision is ripe for abuse and provides unhealthy incentives for more widespread
foreign surveillance of U.S. individuals.
Sec. 151. Period of Orders of Electronic Surveillance of Non-United States Persons

Under Foreign Intelligence Surveillance
Allows secret searches and electronic surveillance for up to 1 year without judicial

supervision.—Under current law, the FISA Court can order a wiretap of a ‘‘non-U.S.
person’’ for a period of 90 days, after which the Government must report to the court
on the progress of the surveillance and justify the need for further surveillance. The
court can authorize physical searches for up to 45 days. The amendment would ex-
tend both timeframes to 1 year, meaning that after the Government’s initial ex parte
showing there would be no judicial review for 1 year. We think this is too long. We
recommend that the current timeframes be retained for the initial approval. (After
all, they are already far longer than the 30 days for which criminal wiretaps, includ-
ing criminal wiretaps in terrorism cases, can be approved.) If, after 90-days of elec-
tronic surveillance or 45 days of physical searches, the Government can show a con-
tinuing justification for the surveillance or search authority, then we would agree
that the court could authorize a longer surveillance. We would recommend 1 year
for electronic surveillance, 180 days for physical searches (thus preserving the cur-
rent law’s recognition that physical searches are more problematic than electronic
searches and need to be authorized for shorter periods of time).
Section 152 Multi-Point Authority

Allows roving taps, including against U.S. citizens, in foreign intelligence cases
with no limits—ignoring the Constitution’s requirement that the place to be searched
must be ‘‘particularly described.’’—This section purports to afford the FBI ‘‘roving
tap’’ authority for intelligence investigations similar to what already exists for crimi-
nal investigations. See 18 USC 2518(11). A roving tap allows the Government to
intercept whatever phone or e-mail account a suspect uses, even if the Government
cannot specify it in advance. Roving tap authority is constitutionally suspect, at
best, since it runs counter to the Fourth Amendment’s requirement that any search
order ‘‘particularly describe the place to be searched.’’ However, the proposed lan-
guage places no limitation on the exercise of the roving tap authority and offers the
FBI no guidance for its exercise. The proposed change merely authorizes the court
to issue to any ‘‘person’’ an order commanding them to cooperate with a surveillance
request by the Government. If roving tap authority is supposed to focus on the tar-
geted person, not on the telephone instrument, then the intercept authority should
be limited to the target—it should only allow interception of communications to
which the target of the surveillance is a party. Such limitations are absent from this
proposal.
Section 153. Foreign Intelligence Information

Allows the FBI to collect evidence for criminal cases under the looser standards
of foreign intelligence investigations—an end-run around the relatively stringent re-
quirements for wiretaps in Title III.—This section, which merely changes the word
‘‘the’’ to ‘‘a,’’ would actually make a fundamental change in the structure of the wire-
tap laws. It would permit the Government to use the more lenient FISA procedures
in criminal investigations which have any counter-intelligence purposes and would
destroy the distinctions which justified granting different standards under FISA in
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the first place. Under existing law, FISA can be used only if foreign intelligence
gathering is ‘‘the’’ purpose of the surveillance. The proposed provision would permit
FISA’s use if this is ‘‘a’’ purpose, even if the primary purpose was to gather evidence
for a criminal prosecution. This is an extraordinary change in the law which has
no justification.
Section 154. Foreign Intelligence Information Sharing

With no standards, permits the sharing of grand jury information, Title III wire-
tap information, and any other ‘‘foreign intelligence information’’ acquired in a crimi-
nal case with many different Federal officials not involved in law enforcement.—This
is a sweeping change in the law. ‘‘Foreign intelligence information’’ is not defined.
The provision places no limits on the purpose for which the information may be
shared, and no limit on its reuse or redisclosure. It requires no showing of need and
includes no standard of supervisory review or approval. As written, a criminal inves-
tigator could share with White House staff information collected about foreign policy
critics of the Administration. The provision, at the very least, should be drastically
curtailed.
Section 155. Pen Register and Trap and Trace Authority

Eliminates the only meaningful statutory control that exists on use of pen register
and trap and trace devices in intelligence cases.—The law currently requires a show-
ing that the person being surveilled is a foreign power, an agent of a foreign power
or an individual engaged in international terrorism or clandestine intelligence ac-
tivities. This amendment would eliminate that standard and permit the use of FISA
for pen registers whenever the Government claimed that it was relevant to an ongo-
ing intelligence investigation. Contrary to the DOJ’s assertion in its section-by-
section, this is not the same as the standard for pen registers in criminal cases.
There, the surveillance must be relevant to an ongoing criminal investigation, which
is moored to the criminal law. There is no similar constraint on foreign intelligence
investigations, since they can be opened in the absence of any suspicion of criminal
conduct. This provision ignores the fact that the Government was granted the spe-
cial rules of FISA only for situations that involved intelligence gathering about for-
eign powers.
Section 156. Business Records

Allows access to any business records upon the demand of an FBI agent, with no
judicial review or oversight. Traditionally, the FBI had no ability to compel disclo-
sure of information in intelligence investigations. The compulsory authorities were
limited to criminal cases, where the open, adversarial nature of the system offered
protections against abuse. For example, in criminal cases, including international
terrorism cases, the FBI can obtain grand jury subpoenas, under the supervision of
the prosecutor and the court, where the information is relevant to a criminal inves-
tigation. The FBI has no ability to invoke the power of the grand jury in intelligence
investigations, since those investigations are conducted without regard to any sus-
picion of criminal activity. In 1998, in an expansion of intelligence powers, FISA was
amended to give the FBI a new means to compel disclosure of records from airlines,
bus companies, car rental companies and hotels: Congress created a procedure al-
lowing the FBI to go to any FISA judge or to a magistrate. The FBI had only to
specify that the records sought were for a foreign intelligence or international ter-
rorism investigation and that there were specific and articulable facts giving reason
to believe that the person to whom the records pertain is an agent of a foreign
power. This is not a burdensome procedure, but it brought the compulsory process
under some judicial control. The Administration’s bill would repeal the 1998
changes and permit the use of ‘‘administrative subpoenas’’ rather than an applica-
tion to a court to get any business records under FISA. An administrative subpoena
is a piece of paper signed by an FBI agent. There is no judicial review, no standard
of justification, no oversight. Particularly in intelligence investigations, which are
not even limited by the scope of the criminal law and in which there is no involve-
ment of the U.S. Attorney’s Office, FBI agents should not have such unreviewable
discretion to compel disclosure of personal information.
See. 157. Miscellaneous National-Security Authorities

Allows much greater access to banking, credit, and other consumer records in
counter-intelligence investigations.—Current provisions of law allow the Federal
Government to obtain sensitive banking, credit, and other consumer records under
the relaxed and secretive oversight of FISA—but only when there are ‘‘specific and
articulable’’ facts showing that the target consumer is ‘‘a foreign power or the agent
of a foreign power.’’ Section 157 would eliminate these essential requirement, man-
dating disclosure of this sensitive consumer data simply if an FBI official certifies
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that they are needed for a counterintelligence investigation (and with an ex parte
court order for access to credit reports). Section 157 would eliminate the ‘‘agent of
a foreign power’’ standard in:

• The Fair Credit Reporting Act, allowing access to records from consumer report-
ing agencies (including the names of all financial institutions where accounts are
held, all past addresses and employers, and credit reports);

• The Financial Right to Privacy Act, broadly allowing access to financial records;
and

• The Electronic Communications Privacy Act, allowing access to telephone and
toll billing records, and, newly added, all ‘‘electronic communication transactional
records.’’

As such, the Section would greatly increase access to the personal information of
consumers or groups who are not agents of foreign powers. And in each case access
the institutions granting access to consumer information would be prohibited from
disclosing that information or records had been obtained.
Section 158. Disclosure of Educational Records

Amends the law protecting education records to permit access to them.—While this
might be justified in terrorism cases, the provision covers all cases involving ‘‘na-
tional security’’ and is far too sweeping.
Section 159. Presidential Authority

Does not appear to permit judicial challenge to seizure of property. At the very
least, there must be such opportunity. A second provision allows the use of secret
evidence. Use of such evidence, if ever permitted, must be on a much higher stand-
ard than that the information is properly classified, as provided here. The Govern-
ment must be required to persuade a court that the disclosure to the party would
result in imminent and serious harm and the court must require the Government
to provide sanitized information to the party.

STATEMENT OF JERRY BERMAN, EXECUTIVE DIRECTOR,
CENTER FOR DEMOCRACY AND TECHNOLOGY

Mr. BERMAN. I am the executive director of the Center for De-
mocracy and Technology, which specializes in communications and
internet privacy and freedom issues. But I’ve been around a long
time, and in prior incarnations I was part of the lobbying effort to
create this Committee in 1976 and also to pass and help draft the
Foreign Intelligence Surveillance Act of 1978 and the Electronic
Communications Privacy Act of 1986, working closely as a civil lib-
ertarian with Administration and Hill people to try and strike a
careful balance between national security and civil liberties. I think
the effort proved successful.

We have to go back and remember that this Committee was set
up after Watergate for two purposes—first, to improve our intel-
ligence capabilities and monitor that and keep track of that; and
second to make sure that the CIA and FBI and other intelligence
agencies do not go off the rails again, as they had done during the
Watergate era, where they were investigating domestic dissent and
Martin Luther King.

So we must be careful, and what we learned in that period is
that emergency powers passed very quickly during World War II
eventually spread out and eventually, instead of going after our for-
eign foes, which we need to do in this critical crisis, began to go
after domestic dissent and it was not a happy period.

So, learning from that lesson, I think the Chairman asked the
right question. Why are we in a race for a multi-multi-section bill
covering the waterfront, which has provisions on law enforcement,
intelligence and so forth? What needs to pass now and what needs
to pass later?
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The key issue that’s been discussed here deals with the wall that
was built on electronic surveillance—let me focus on that—the wall
between electronic surveillance for intelligence purposes and elec-
tronic surveillance for law enforcement. The standards for intel-
ligence are lower, and we’re not just talking about electronic sur-
veillance; we’re talking about black bag jobs. We’re talking about
secret searches which never get turned over to the target of the in-
vestigation. The standards are important to give national security
a leg up, but they need to be carefully reviewed, they need judicial
supervision, and they need to be carefully thought out.

We applaud the Committee in your statute proposal. That wall
is preserved, or at least the intent appears to preserve that wall
by requiring that if you’re conducting an intelligence investigation
conduct it there, under FISA. If you also have a criminal investiga-
tion or information that leads to a criminal investigation, open a
title III warrant. That dual authority maintains that wall.

If there is a problem between our intelligence agencies, it is not
by eliminating the primary purpose test, which may be unconstitu-
tional—Mr. DeWine raised that question and a number of the Com-
mittee—but surgically dealing with information-sharing that may
be barred in criminal cases where you find out information that’s
of intelligence—and I would say investigation related to terrorism
and international terrorism, which in a criminal wiretap ought to
be turned over to appropriate agencies under proper circumstances.

That’s a sharing issue, not a standard issue. That’s why the un-
willingness to share and clarifying that is an important thing we
can work on. It requires some surgery. So you preserve that stand-
ard.

There are issues. You try to extend the length of a surveillance
to a year, where foreign persons are concerned, and 90 days for
physical surveillance. The issue there is that we’re talking about
secret searches again which never get disclosed. The judicial super-
vision is to ensure that there are not fishing expeditions, and the
question is, since no FISA wiretap or extension except one has been
turned down in the 22-year history of the statute, what is the bu-
reaucratic problem of continuing that supervision?

I did not hear an explanation of why that’s necessary. That’s one
section we have a concern.

I do have a concern in your bill with the gathering of machine
instructions to a computer. I don’t know how you pick those bits
and bytes out of the air. Dealing with the computer, bits are bits,
and instructions that may look like maybe a non-human commu-
nication to a computer also may contain packets which are commu-
nications. We need to figure out how to sort that out. That takes
a little time.

But still, you’re on the track of trying to maintain the demarca-
tion. You need to look carefully at the Justice Department bill be-
cause it has vast implications for your mission, both intelligence
and protecting our civil liberties. It breaks down that purpose, the
primary purpose test. It allows roving wiretap authority, which is
available in law enforcement, but under much broader discretion.
It’s not tied to any device. You’re not just following telephones,
you’re following a person. Does that mean that you can follow the
person to any computer they are using, or can you follow them to
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a park and use electronic surveillance with a spike mike on who-
ever they are talking to?

These need to be examined. So there are expansions that need.
Again, in terms of maintaining your intelligence mission, turning
over grand jury information to the White House for intelligence
purposes and not just to intelligence agencies is a very serious
question. Maybe it should occur in an intelligence investigation,
but you need to look at compromising sources and methods, the im-
plications of having that information turned over. A grand jury in-
vestigation, from law enforcement investigation, wiretaps, not only
to the intelligence but the other people in the Administration, what
is the implications of those standards being taken down.

I want to emphasize that they are not only breaching the wall
on the intelligence side but on the law enforcement side lowering
authorities in the name of going after international terrorism
which apply across all criminal investigations, not just terrorism
investigations and then not just using information-sharing from the
criminal side for terrorism investigations but in a wide range for
any intelligence purpose. That is a very broad, sweeping change in
our law.

I could go on to business records and privacy issues that it
raises. There is a lot to examine, and since I cannot on the public
record find any of the sweeping authority that they already have
having interfered with this investigation in any way, that it was
an intelligence failure and not a restrictions failure, why can’t we
take the time and go through this in a careful way, maybe a couple
months, but to try and have a statute on the President’s desk in
2 weeks without floor action is not the appropriate way to strike
the balance between national security and civil liberties.

Thank you.
Chairman GRAHAM. Ms. Martin.
[The prepared statement of Ms. Martin follows:]

STATEMENT OF MORTON H. HALPERIN, CHAIR, ADVISORY BOARD, AND KATE MARTIN,
DIRECTOR, ON BEHALF OF THE CENTER FOR NATIONAL SECURITY STUDIES

Thank you Mr. Chairman and Vice Chairman for the opportunity to testify today
on behalf of the Center for National Security Studies. The Center is a civil liberties
organization, which for 30 years has worked to ensure that civil liberties and human
rights are not eroded in the name of national security. The Center is guided by the
conviction that our national security must and can be protected without under-
mining the fundamental rights of individuals guaranteed by the Bill of Rights. In
its work over the years on legislation from the Foreign Intelligence Surveillance Act
to the Intelligence Oversight Act, the Center has begun with the premise that both
national security interests and civil liberties protections must be taken seriously
and that by doing so, solutions to apparent conflicts can often be found without com-
promising either.

We appear before you today at a time of great mourning, when it is difficult to
turn our thoughts and attention from anything but our grief and trouble. And we
appreciate the enormous efforts of those individuals who have put their own grief
aside to concentrate on searching for survivors, comforting those who have suffered
most directly and finding and holding accountable the perpetrators of these crimes.

It is not too soon to begin thinking about how we can improve our ability to pre-
vent such unspeakable events from occurring again. However, as we do so we must
resolve to act in a way that protects our liberties as well as our security and which
recalls the lessons of the past from times when we permitted our concerns for secu-
rity to accept erosions of our liberty that we now regret. The Alien and Sedition
Acts, the Internment of Japanese Americans, McCarthyism, and the efforts of intel-
ligence agencies and the FBI to disrupt the civil rights and anti-war movements
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were not our proudest moments. We must not repeat them or lay the seeds for fu-
ture abuses.

We owe it to all those innocent people who were murdered to reflect upon those
basic principles and values which should inform our discussion today. What distin-
guishes us as a people from our fellow human beings who committed these terrible
acts is our commitment to law and to individual freedom. It is a commitment to law
made deliberately, with calm reflection and an opportunity for public debate. The
genius of democracy is the understanding that in the noisy and seemingly inefficient
marketplace of ideas, the wisest decisions will be made. And certainly there is no
more important subject than how to protect both our liberty and security most espe-
cially at a time like this when both may be so at risk. The American people look
to the Members of this Committee to make law as the founders of the Constitution
envisaged when they set up this legislative body, after a full public debate informed
by facts, analysis and the chance for reflection. We owe nothing less to those who
have been killed and to our children born and to be born.

We commend the Chair and the Vice Chair for their hard work and quick action
to outline proposals intended to help prevent such horrific acts in the future and
to focus on needed structural reforms in the Intelligence Community. We are grate-
ful to this committee for holding public hearings and for inviting the Center for Na-
tional Security Studies to testify. At the same time, we call upon this committee not
to precipitously make changes to long-standing rules on some of the most technically
complicated and difficult issues before the Congress.

In urging you to proceed calmly and deliberately we speak on behalf of a coalition
of more than 140 organizations from all ends of the political spectrum who last week
all agreed on a Statement, which reads in part:

IN DEFENSE OF FREEDOM

This tragedy requires all Americans to examine carefully the steps our
country may now take to reduce the risk of future terrorist attacks. We
need to consider proposals calmly and deliberately with a determination not
to erode the liberties and freedoms that are at the core of the American way
of life. We need to ensure that actions by our government uphold the prin-
ciples of a democratic society, accountable government and international
law, and that all decisions are taken in a manner consistent with the Con-
stitution. We can, as we have in the past, in times of war and of peace, rec-
oncile the requirements of security with the demands of liberty. We should
resist the temptation to enact proposals in the mistaken belief that any-
thing that may be called anti-terrorist will necessarily provide greater secu-
rity. We must have faith in our democratic system and our Constitution,
and in our ability to protect at the same time both the freedom and the se-
curity of all Americans.

I ask permission, Mr. Chairman to submit for the record as an attachment to my
statement the full statement of the In Defense of Freedom coalition and a list of
the organizational and individual signers of the statement. The danger of haste is
not just to our civil liberties but equally to our security. We face an equal danger
that in the understandable rush to do something, what is done will not be effective
in making us any safer, that it will substitute for the difficult analysis and work
that is needed to figure out just how to prevent such attacks in the future. This
is particularly true with regard to widening surveillance of Americans, where ex-
tending the net of surveillance, rather than doing the difficult work of trying to fig-
ure out who should be targeted, may well lead to information overload, where it will
not be possible for the government to distinguish the important from the insignifi-
cant.

We have had the Chairman’s bill since Saturday morning and the administra-
tion’s proposals being considered by this committee for 2 days more than that. We
have done our best to provide the Committee with our preliminary analysis of the
proposals.

But most significantly, we urge you before acting, to hold additional hearings, to
obtain in writing the careful analyses needed of what the current authorities are
and what changes would be effected by these proposals, why such changes would
be useful and what the risks will be. These are very technical and complicated
issues, with enormous implications for both civil liberties and our security and we
need to act carefully.

If there are specific authorities immediately needed by the current investigators
into last week’s acts, those authorities could be separated from the rest of the pro-
posals and considered as quickly as possible. But those proposals designed to pre-
vent such intelligence failures in the future, can only be done wisely and effectively
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after more is known about the cause of the failure and a public discussion about
how to fix them.

On the subject of haste, we welcome the provision that would undo the hasty ac-
tion of the Senate 10 days ago in repealing the DCI guidelines on recruitment of
assets involved in terrorism or other human rights violations. That provision (sec.
815 in the September 13 amendment to H.R. 2500) was apparently based on the
misunderstanding that the existing guidelines had prevented the CIA from recruit-
ing terrorist informants, when the guidelines in fact simply required procedures in-
tended to insure that the appropriate high level officials at the agency approved the
use of any such informants. They were adopted in response to the report by the
President’s Intelligence Oversight Board that the CIA had not kept this committee
informed as required by law of serious human rights violations. We understand that
Section 103 of S. 1448, the Graham-Feinstein bill is intended to override section 815
passed September 13 by specifically authorizing what is already the case, that the
CIA may use terrorist informants. We would suggest that the section 103 simply
be amended to add that agency officers may do so ‘‘pursuant to guidelines or direc-
tives issued by the agency.’’

We have organized our discussion of the proposals before the Committee into
three categories:

• Changes to the Foreign Intelligence Surveillance Act.
• Proposal to allow wiretap evidence obtained overseas in violation of Fourth

Amendment standards to be introduced against Americans in U.S. courts; and
• Changes to the current authorities of the Director of Central Intelligence and

rules regarding sharing of information gathered on Americans with the Intelligence
Community.

I. PROPOSED CHANGE TO THE FOREIGN INTELLIGENCE SURVEILLANCE ACT

We have attempted to coordinate our testimony with that being presented by the
Center for Democracy and Technology. Mr. Berman will provide you with detailed
comments on the specific provisions, but since one of us was intimately involved in
the lengthy negotiations which led to the enactment of FISA, we wanted to provide
you with some general remarks relating to the structures and purposes of FISA and
of the efforts to protect civil liberties while giving the government the authority it
needed to conduct electronic surveillance to gather foreign intelligence.

It is important to remember that FISA was a grant of authority to the govern-
ment to conduct surveillance, which the Supreme Court had held was clearly within
the ambit covered by the Fourth Amendment. The Court had suggested that the
warrant requirements of the Fourth Amendment might be different in national se-
curity matters and Congress and the Administration worked together, with the ac-
tive involvement of outside groups and scholars, over a period of several years to
craft the careful compromise incorporated in FISA.

At the heart of FISA was this trade. Congress would authorize electronic surveil-
lance of foreign powers and their agents within the United States under a standard
different and less stringent than required for national security wiretaps and it
would authorize the government never to tell the targets that their conversations
were intercepted. In return the government accepted greater judicial involvement
and oversight of the process (carried out in an ex parte rather than adversarial
manner however) and a wall to insure that it did not use these procedures to gather
information for criminal prosecutions.

Proposals to alter FISA need to be understood in this context. It is not an anom-
aly that the government has to go back to court more often than under Title III to
get authority to continue surveillance of a private person lawfully resident in the
United States. Since the person will never be told of the surveillance nor have an
opportunity to move to have the surveillance records purged, it is important that
a judge check regularly, at least as a surveillance begins, to be sure that the govern-
ment’s suspicion that the person was acting as the agent of a foreign power was
correct and that the surveillance was producing foreign intelligence information
while minimizing the collection of other information.

We urge you to keep this basic structure in mind as you consider objections to
specific provisions. We urge also that you remember the care with which FISA was
enacted and maintain the same spirit of skepticism and openness as this committee
considers the proposed amendments.

In this connection, it is also important to remember that investigations of ter-
rorism pose particularly difficult problems because of the intersection of First
Amendment, Fourth Amendment and national security concerns. Unlike inter-
national narcotics investigations, it is important to distinguish between those en-
gaged in criminal terrorist activity and those who may share in the religious or po-

VerDate 11-MAY-2000 15:04 Jul 31, 2002 Jkt 079625 PO 00000 Frm 00062 Fmt 6633 Sfmt 6621 C:\DOCS\INTEL\79625.TXT SSC1 PsN: SSC1



59

litical beliefs of the terrorists, or even their ethnic background, without engaging in
any unlawful acts.

Regarding specific proposals on both FISA and changes to other statues permit-
ting national security investigations of financial records and other information, we
refer you to Mr. Berman’s testimony in addition to our comments below.

Elimination of the Primary Purpose Requirement, Administration Bill Sec. 153
We want to stress our concern, as spelled out by Mr. Berman, about the adminis-

tration’s proposal to eviscerate the original premise of the FISA, that its procedures
would only be employed when the primary purpose of the surveillance was to gather
foreign intelligence. The administration’s proposal in section 153 would turn the
statutory scheme on its head by allowing the use of FISA surveillance when the gov-
ernment’s primary purpose is to bring criminal charges against an individual, a
change which we believe would violate basic Fourth Amendment guarantees.

Duration of Authority to Conduct Surveillance and Searches of Non-U.S. Persons
Under FISA. Graham-Feinstein Bill, Sec. 202, Administration Bill, Sec. 151

These sections would extend the period allowed for the conduct of FISA surveil-
lance and searches of non-U.S. persons from 90 days and 45 days respectively, to
1 year for both surveillance and searches. For the reasons outlined above, the cur-
rent limitations are an integral part of the balance intended to provide judicial su-
pervision of the use of secret wiretaps and secret searches targeted against individ-
uals, who, while not permanent residents or U.S. citizens may well be long-time
legal residents and are protected by the Fourth Amendment. The statute currently
provides 1-year authorization for surveillance and searches of embassies and similar
establishments, because the Fourth Amendment does not apply to foreign embas-
sies. If there is some necessity, other than to avoid inconvenience, for longer author-
izations for individuals, we would suggest considering an amendment that would
allow extended authorizations on a second application if the government made a
showing that the initial surveillance or search did in fact obtain foreign government
information. In such a case, the second order could authorize electronic surveillance
for an additional 6 months, rather than the current 90 days, and authorize physical
searches for 90 days rather than the currently allowed 45 days.

II. PROPOSAL TO ALLOW WIRETAP EVIDENCE OBTAINED OVERSEAS IN VIOLATION OF
FOURTH AMENDMENT STANDARDS TO BE USED AGAINST AMERICANS IN U.S. COURTS,
ADMINISTRATION BILL, SECTION 105

As described by the administration, section 105 of its bill would provide that
United States prosecutors may use against American citizens information collected
by a foreign government even if the collection would have violated the Fourth
Amendment. As the administration points out, as criminal law enforcement becomes
more of a global effort, such information will come to play a larger role in Federal
prosecutions and indeed other provisions of the administration bill would extend the
extraterritorial reach of U.S. criminal law to even more crimes than are currently
covered today.

Section 105 would for the first time codify the extraordinary view that as the
United States works to promote the rule of law throughout the world and to extend
the reach of U.S. criminal law, it should leave the Bill of Rights behind. Implicit
in this approach is the view that the Constitution is merely an inconvenience to law
enforcement rather than acknowledging it as the best instrument yet written to gov-
ern the relations of a government to the governed.

Certainly, it is not obvious how to implement the protections of the Fourth
Amendment against unreasonable searches and seizures in a new era of global law
enforcement. It is an issue that has just begun to be examined by the courts. While
a bare majority of the Supreme Court has held that the Fourth Amendment does
not apply to the search and seizure of property owned by a nonresident alien and
located in a foreign country, (United States v. Verdugo-Urquidez, 494 U.S. 259) it
has affirmed that the Fifth and Sixth Amendments do protect Americans overseas.
Reid v. Covert, 354 U.S. 1 (1957). The question must also be considered under inter-
national human rights law, as it is quite likely that unreasonable searches and sei-
zures that don’t meet Fourth Amendment standards also violate existing human
rights treaties signed by the United States. The question of how to implement
Fourth Amendment protections for overseas searches will probably at some point re-
quire congressional action, but it is a difficult and complicated issue that cannot be
adequately addressed in the context of an emergency response to last week’s terror
attack.
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III. CHANGES TO CURRENT LAW CONCERNING SHARING OF INFORMATION ON AMERICANS
WITH THE INTELLIGENCE COMMUNITY

Several provisions of both bills would significantly change current statutory au-
thorities and responsibilities for conducting terrorism investigations involving Amer-
icans or other U.S. persons inside the United States. The problem of effective coordi-
nation between such investigations and overseas intelligence activities is certainly
one of the most important ones before this Committee. It is also one of the most
difficult, both in terms of actually insuring effective investigations and making sure
that the unintended consequences are not to repeal crucial protections for individual
rights.

Since the creation of the CIA in the 1947 National Security Act, there has been
an attempt to distinguish between law enforcement, the collection of information on
Americans and others to be used in criminal prosecutions of individuals, and foreign
intelligence, the collection of information about the plans, intentions and capabilities
of foreign governments and organizations. When the CIA was created, its charter
specifically prohibited the agency from any ‘‘law enforcement or internal security
functions’’ 50 U.S.C. 403–3(d)(1). As was documented in the Church committee re-
port, it was the blurring of the distinction between law enforcement and foreign in-
telligence national security investigations that led to the abuses by the intelligence
agencies outlined in that report. Many of the reforms intended to prevent such
abuses from happening again, were explicitly predicated upon recognizing the dif-
ferences between law enforcement and intelligence, they have different objectives
and require different means and different rules should apply in order to protect in-
dividual liberties. The most obvious examples are the different rules for criminal
wiretaps set out in Title III and for foreign intelligence wiretaps in the Foreign In-
telligence Surveillance Act, as well as the two sets of Attorney General guidelines
governing FBI investigations, one for General Crimes, including domestic terrorism,
and a different set for Foreign Counter-Intelligence investigations.

At the same time, it has always been recognized that some matters, most particu-
larly internationally-sponsored terrorism and espionage on behalf of foreign powers
implicate both law enforcement and foreign intelligence concerns. In the past few
years, there has been an increasing number of situations where intelligence and law
enforcement interests coincide and there are a substantial number of executive
branch regulations, directives, working groups and practices that have been devel-
oped to address the myriad specific issues that are involved; for example reconciling
the need for intelligence agencies to keep the identities of their human sources a
secret with due process requirements that a criminal defendant be informed of the
evidence against him and allowed to cross-examine his accusers.

The threat of terrorism obviously requires effective and close coordination between
the Intelligence Community and law enforcement. We welcome these proposals as
the first step toward examining whether statutory changes are now needed. How-
ever, we urge the Committee to take the time to examine the issue in depth begin-
ning with an analysis of existing rules and practices. Nothing is more central to the
protection of the liberties of Americans from the abuses of the past than the distinc-
tion between law enforcement and intelligence. The current proposals would be a
sea change in laws that have been on the books for 30 years. Before that is done,
we urge the Committee to act slowly and deliberately. We would welcome the oppor-
tunity to sit down with you and the Judiciary Committee together to work on solu-
tions that will ensure an effective anti-terrorism effort without sacrificing individual
liberties.

The specific provisions at issue include the following sections in the Department
of Justice draft:

Section 103, repealing the present prohibition on disclosing Title III intercepts of
Americans’ conversations to the Intelligence Community, other than the FBI.

Sections 154 and 354, repealing the present prohibitions on sharing grand jury
information and other criminal investigation information with the Intelligence Com-
munity, other than the F1BI.

The provisions in the Graham-Feinstein bill on this subject, are much narrower.
However, they would also effect an important shift in current responsibilities that
needs much more extensive discussion and analysis, before being acted upon. Spe-
cifically, Section 101 would shift from the Attorney General to the Director of Cen-
tral Intelligence the responsibility for determining which Americans should be tar-
geted for FISA surveillance.

Section 102 of the Graham-Feinstein bill would also change the foreign intel-
ligence definitions in the National Security Act of 1947.

This provision would change the definitions in the National Security Act of 1947
so that ‘‘international terrorism’’ is included in the definition of ‘‘foreign intelligence’’
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rather than ‘‘counterintelligence.’’ While, this may be a wise idea, it requires an ex-
tensive reading of the many and various laws and regulations which incorporate the
current definitions in the Act to determine what the effect of the change would be,
which we have not had an opportunity to do.

MISCELLANEOUS. SEC. 104 TEMPORARY AUTHORITY TO DEFER REPORTS TO CONGRESS

This seems like a good way to insure that adequate resources may be directed to
the September 11 attack while also insuring that the Congress continue to receive
the information required by the Intelligence Oversight Act on all intelligence activi-
ties. In this connection, we note that paragraph (c) entitled ‘‘Exception for Certain
Reports’’ should refer to section 501 of the National Security Act (50 U.S.C. 413)
as well as to sections 502 and 503 (50 U.S.C. secs 413a and 413b).

IN DEFENSE OF FREEDOM AT A TIME OF CRISIS

1. On September 11, 2001 thousands of people lost their lives in a brutal assault
on the American people and the American form of government. We mourn the loss
of these innocent lives and insist that those who perpetrated these acts be held ac-
countable.

2. This tragedy requires all Americans to examine carefully the steps our country
may now take to reduce the risk of future terrorist attacks.

3. We need to consider proposals calmly and deliberately with a determination not
to erode the liberties and freedoms that are at the core of the American way of life.

4. We need to ensure that actions by our government uphold the principles of a
democratic society, accountable government and international law, and that all deci-
sions are taken in a manner consistent with the Constitution.

5. We can, as we have in the past, in times of war and of peace, reconcile the
requirements of security with the demands of liberty.

6. We should resist the temptation to enact proposals in the mistaken belief that
anything that may be called anti-terrorist will necessarily provide greater security.

7. We should resist efforts to target people because of their race, religion, ethnic
background or appearance, including immigrants in general, Arab Americans and
Muslims.

8. We affirm the right of peaceful dissent, protected by the First Amendment,
now, when it is most at risk.

9. We should applaud our political leaders in the days ahead who have the cour-
age to say that our freedoms should not be limited.

10. We must have faith in our democratic system and our Constitution, and in
our ability to protect at the same time both the freedom and the security of all
Americans.

Endorsed by:
Al-Fatiha Foundation, Washington, DC
Alliance for Justice, Washington, DC
American-Arab Anti-Discrimination Committee, Washington, DC
American Association of Law Libraries, Washington, DC
American Association of University Women, Washington, DC
American Civil Liberties Union, Washington, DC
American Conservative Union, Alexandria, VA
American Federation of State, County and Municipal Employees, Washington, DC
American Friends Service Committee—Washington Office, Washington, DC
American Humanist Association, Washington, DC
American Immigration Lawyers Association, Washington, DC
American Liberty Foundation, Alexandria, VA
American Muslim Alliance, Newark, CA
American Muslim Council, Washington, DC
American Policy Center, Warrenton, VA
Americans for Democratic Action, Washington, DC
Americans for Religious Liberty, Silver Spring, MD
Americans for Tax Reform, Washington, DC
Amnesty International—USA, Washington, DC
Arab American Institute, Washington, DC
Asian American Legal Defense and Education Fund, New York, NY
Asian Pacific American Labor Alliance, Washington, DC
Association for Competitive Technology, Washington, DC
Association of American Physicians and Surgeons, Tucson, AZ
Baptist Joint Committee on Public Affairs, Washington, DC
Benton Foundation, Washington, DC
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California First Amendment Coalition, Sacramento, CA
Campaign for America, Washington, DC
Catholic Vote.org, Washington, DC
Center for Democracy and Technology, Washington, DC
Center for Digital Democracy, Washington, DC
Center for Economic and Social Rights, Brooklyn, NY
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STATEMENT OF KATE MARTIN, DIRECTOR, CENTER FOR
NATIONAL SECURITY STUDIES

Ms. MARTIN. Thank you, Mr. Chairman and Mr. Vice Chairman,
for the opportunity to testify here today on behalf of the Center for
National Security Studies, an organization which has for 30 years
worked to protect civil liberties from being eroded in the name of
national security.

We appear today before you at a time of deep mourning, when
it is in fact quite difficult to turn our attention to this kind of issue
and to anything other than our grief and sorrow at the losses that
we all suffered. At the same time, we recognize that it is not too
soon to begin thinking about how we can improve our ability to
prevent such unspeakable events from occurring again. However,
as we do so we must resolve to act in a way that protects our lib-
erties as well as our security and which recalls the lessons of the
past from times when we were permitting our concerns for security
to accept erosions of our liberties that we now regret.

What distinguishes us as a people from our fellow human beings
who committed these terrible acts is our commitment to law and
individual freedom. It is a commitment to law made deliberately,
with calm reflection and with opportunity for public debate. Cer-
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tainly there is no more important subject than how to protect both
our liberty and our security. The American people look to the Mem-
bers of this Committee to make law as the founders of the Con-
stitution envisioned when they set up this legislative body, after a
full public debate informed by facts, analysis and the chance for re-
flection.

We commend the Committee for its hard work and quick action
to outline proposals intended to help prevent such horrific acts in
the future and to focus on needed structural reforms in the Intel-
ligence Community. We are grateful to the Committee for holding
these public hearings and for inviting representatives of our com-
munity to testify.

At the same time, we call upon this Committee not to precipi-
tously make changes to longstanding rules on some of the most
technically complicated and difficult issues before the Congress,
with enormous implications for civil liberties. In urging reflection
and time for calm deliberation, we speak on behalf of a coalition
of more than 140 organizations from all ends of the political spec-
trum who last week agreed upon a joint statement to the Congress
urging such calmness. That statement I have attached to my pre-
pared remarks.

I want to mention that the danger of haste of course is not just
to civil liberties but equally to our security. We face an equal dan-
ger that in the understandable rush to do something what is done
will not be effective in making us any safer, that it will substitute
for the difficult analysis and work that is needed to figure out just
how to prevent such attacks in the future. This is particularly true
with regard to widening surveillance of Americans where extending
the net of surveillance rather than doing the difficult work of try-
ing to figure out who should be targeted may well lead to informa-
tion overload where it will not be possible for the Government to
distinguish the important from the insignificant.

We have had the Chairman’s bill since Saturday morning and
the Administration’s proposals being considered by this Committee
for 2 days longer than that. We have done our best to provide the
Committee with our preliminary analysis of the proposals and it is
attached in our written statement. But most significantly, we urge
you before acting to hold additional hearings to obtain in writing
the careful analyses needed of what the current authorities are and
what changes would be effected by these proposals, why such
changes would be useful, and what the risks will be.

If there are specific authorities immediately needed by the cur-
rent investigators into last week’s acts, those authorities could be
separated from the rest of the proposals and considered as quickly
as possible. But those proposals designed to prevent such intel-
ligence failures in the future, as Senator Shelby mentioned, can
only be done wisely and effectively after more is known about the
cause of the failure and we have a public discussion about how to
fix them.

I just wanted to mention on the subject of haste we applaud the
Chairman’s bill in undoing what the Senate did on September 13
when it overruled the DCI guidelines on the recruitment of assets
and we suggest that the provision about the recruitment of assets
that’s contained in the Chairman’s bill is the appropriate way to
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deal with that issue, and we would only suggest that, in line with
some of the comments made by earlier witnesses, that the section
could be amended to add that Agency officers may recruit terrorist
informants ‘‘pursuant to guidelines or directives issued by the
Agency.’’

I want to basically, I think, second Mr. Berman’s remarks about
particular changes to the Foreign Intelligence Surveillance Act and
to the information-sharing authorities and just make a couple of
brief comments about those.

I think it’s important to keep in mind that what the Foreign In-
telligence Surveillance Act does is authorizes secret surveillance
and secret searches of the houses of Americans, and it does so in
the context of a carefully drafted statute which many individuals
in this room spent some number of months and years working out.
We urge you to keep this in mind as you consider amending the
statute and that you remember the care with which FISA was en-
acted. We especially urge you to remember that investigations of
terrorism, while perhaps the most important undertaking for the
Intelligence Community in the near or perhaps long-term future, at
the same time pose the most difficult constitutional problems with
regard to collection of information and investigations of Americans.

That is because of the unique intersection of first amendment,
fourth amendment, and national security concerns involved in the
investigation of Americans for terrorist activity. Unlike inter-
national narcotics investigations, for example, it is important to
distinguish between those engaged in criminal terrorist activity
and those who may share in the religious or political beliefs of the
terrorists and even their ethnic background without, however, en-
gaging in any unlawful acts. For 30 years we have had on the
books a set of statutes and an even more extensive set of Agency
guidelines, some classified and some public, all of which are de-
signed to address the problem of effective investigation of terrorist
activity while not infringing on first amendment rights and not tar-
geting individuals based on their ethnic background.

Before those provisions are changed, we urge the Committee to
take the time to sit down and look at what the perhaps unintended
consequences might be of basic statutory changes.

I think I won’t talk at the moment about the primary purpose
requirement. I do believe, however, that this Committee has a con-
stitutional responsibility itself to determine whether or not in your
view the lower standards of FISA authorizing secret searches and
secret surveillance would be constitutional if the primary purpose
requirement were to be eliminated. I do not think it is an answer
to say that the court will not address that question except on a
case-by-case basis. I think this Committee and this body has a con-
stitutional obligation to make that determination, not only in terms
of its national security responsibilities but even more so in terms
of its responsibility to protect individual liberties.

I want to just mention that we have serious concerns about the
proposal that would allow wiretap evidence obtained overseas in
violation of fourth amendment standards to be used against Ameri-
cans in the U.S. courts. This is also a new and very difficult legal
issue that comes about as part of the ever-increasing globalization
of U.S. law enforcement. Without, I believe, adequate thought or
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adequate development of the law in the court, the Administration
proposal would for the first time codify the extraordinary view that
as the United States works to promote the rule of law throughout
the world and to extend the reach of our criminal law it should
leave the Bill of Rights behind.

Implicit in this approach is the view that the Constitution is
merely an inconvenience to law enforcement rather than an ac-
knowledgment of it as the best instrument yet written by human
beings to govern the relations of a government to the governed.
Certainly it is not an easy question as to how to apply fourth
amendment standards to searches and seizures of evidence gath-
ered overseas to be used in the U.S. court. We suggest that it is
an issue that at some time will most likely require congressional
action and congressional determination. We suggest that in the ter-
rible days following last week’s tragedy is not the time to address
that problem.

Finally, there is the question of the changes to the authorities
and the responsibilities for information-sharing between the Intel-
ligence Community and the law enforcement community about ter-
rorism. This is, I believe, one of the most serious and difficult prob-
lems facing this Committee and this country at this moment. There
is no doubt about it that the threat of terrorism requires effective
and close coordination between the Intelligence Community and
law enforcement. It is also true, though, that since the creation of
CIA, when the National Security Act provided explicitly that the
CIA would have no law enforcement or internal security functions,
that we have recognized that the division and the distinction be-
tween law enforcement and intelligence is very important in pro-
tecting civil liberties.

At the same time, of course, we have recognized that there are
areas like terrorism and espionage which overlap both intelligence
and law enforcement. Nevertheless, we have a whole series of both
statutes and present guidelines and directives on the books that
recognize the distinction and in fact are premised on that distinc-
tion—for example, the FISA and Title III or the Attorney General
guidelines for the conduct of FBI investigations, one of which is
classified and covers foreign intelligence matters and one of which
covers general crimes.

Before we change the authorities set forth in the National Secu-
rity Act we believe it’s important to have a careful and cautious ex-
amination of what the effect would be of changing those long-
standing authorities, with an eye again, let me stress, to improving
the needed coordination between the two communities to provide
the most effective kind of both law enforcement and intelligence
against terrorist organizations, but to do that in a way that is re-
spectful and protects the liberties in this country.

Thank you.
Chairman GRAHAM. Thank you very much, Ms. Martin, and

thank you to each of the panelists.
In your three comments the importance of our appreciation of the

wall, as you described it, Mr. Berman, between using intrusive sur-
veillance for foreign intelligence purposes and using intrusive sur-
veillance for criminal purposes is a caution that is well placed and
that we do need to keep very much in the forefront.
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One of the areas in which this is raised with particular stark im-
pact would be if we were to amend the law to say that you could
get a FISA wiretap with something less than foreign intelligence
being the primary purpose. As I gather, the recommendation of the
Attorney General is that we eliminate that standard and then
leave it up to the FISA court on a case-by-case basis to make judg-
ments of if it’s not the primary purposes, if it’s 50/50 or if it’s 40/
60, where do you reach the point where you do lose the constitu-
tional basis for a FISA tap.

To put that into its context, and if you feel, Mr. Smith, based on
your previous background and current understanding, especially
your role at the CIA, what is the problem that is raised by using
the primary purpose standard as the basis of getting a FISA wire-
tap? What are the kind of cases that are compromised or threats
to our security that are tolerated because we use this high stand-
ard for getting a FISA wiretap?

Mr. SMITH. In my experience, Mr. Chairman, what happens is
that oftentimes it’s not clear at the outset of an investigation
whether this should be pursued as a law enforcement matter and
ultimately possibly prosecution or simply to collect foreign intel-
ligence and take action later on. Oftentimes you’ll start down one
road and find that you have to shift to another.

The question as I understand it with respect to ‘‘a’’ versus ‘‘the’’
is whether or not, particularly in the case of a U.S. person, the
courts would ultimately hold that the test had been met under the
fourth amendment to engage in this intrusive surveillance.

I’m not sure I know what the right answer is. My guess is that
the folks in OLC at the Justice Department are right, namely that,
depending on the facts of the cases as they come along, the courts
would be willing to give a considerable deference if, for example,
the first criminal cases that go to court are foreign nationals who
presumably have fewer fourth amendment rights than Americans.
They might not be so troubled if it’s just ‘‘a’’ purpose and it then
turns into a prosecution. In the case of a U.S. person, it may come
out quite differently.

I think my colleagues on the panel are right. This is a hard issue
and needs a lot of careful thought, and I think the Administration
ought to be asked quite directly why do you need this. Why can you
not proceed under the current procedures? I don’t know the answer
to that one.

Mr. BERMAN. I think the record is they haven’t had difficulty
here, and if you turn up in your intelligence investigation that
you’ve got a money-laundering case, your bill says go get a title III
warrant. Again I come back and say that if there is a wall between
a criminal investigation with wiretapping, sharing relevant infor-
mation in the middle of an investigation of money laundering it
turns out that someone’s laundering money for bin Ladin and that
comes up in a criminal wiretap, there’s the grounds for a FISA tap,
which I think is probably already on, but there ought to be some
way to turn that information over to an intelligence agency.

There’s an information-sharing issue which may be a restriction
in both statutes that could be worked on. But it’s not the standard;
it’s the sharing of the data.
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I also think that if you went on a fast-track/slow-track that you
could take the most troubling issues of when you might get infor-
mation about a terrorist investigation in a grand jury. I think that
the Justice Department and the CIA will make strong cases that
there are circumstances when use of illegal wiretap information
may be critical in such a case. But rather than amending the crimi-
nal statutes across the board to provide that kind of information
for any intelligence purpose, why don’t we try and craft a terrorism
section that deals with this crisis and the special circumstances of
a new kind of enemy, one that we’ve got to be careful. Kate’s abso-
lutely right that this is an intersection between national security,
law enforcement and civil liberties.

The new terrorist target is someone who drinks Bud, has a col-
lege education, goes to work at some company that Jeff may be rep-
resenting, and lives in Laurel. How do we do that kind of targeting
and not be over broad and at the same time, while we’re worrying
about collateral damage in Afghanistan, so we don’t prevent our
ability to penetrate those organizations by making everyone hate
us across the whole Islamic world, you don’t want the same thing
to happen here.

Over-surveillance, the sense that there is an agent behind every
bush, will make innocent people of that community stop talking to
our agents. That’s what happened in Watergate and you don’t want
it to happen here. It will be counterproductive not just to civil lib-
erties but to your intelligence mission.

Vice Chairman SHELBY. Mr. Chairman.
Chairman GRAHAM. Yes, Senator.
Vice Chairman SHELBY. I appreciate all of your testimony, and,

Jeff, we welcome you back here.
As I understand it—and I’ll direct this to all of you, my observa-

tion first and then a question—under the criminal investigations
you have today do the statutes afford the FBI roving tap authority
for intelligence investigations? In other words, they would like
what they now have for criminal investigations; is that right, Mr.
Berman?

Mr. BERMAN. They have it for criminal investigations. It’s always
with a shudder. I’m not saying we like it, because you particularize
things. I think that following telephones under FISA may make
sense, but the way that it’s drafted it’s not clear that it’s tied to
devices any more; it’s tied to the person and wherever that person
is. We need some explanation of what they mean by that.

Vice Chairman SHELBY. As we discuss this matter, we’re mindful
of the Constitution, which grants us our rights. But we are also
mindful here today of a heck of a challenge to our way of life, and
what we want to do is have some balance. We do not want to de-
stroy our constitutional rights for our citizens, but at the same
time we want to give, if we can, under the auspices of the Constitu-
tion, the tools to the Justice Department and the FBI to fight this
and win this without doing damage to the rest of us. Isn’t this
what we’re trying to achieve?

Mr. BERMAN. I think we can do that. It doesn’t require meeting
the content standard. It can be a lower standard. But it needs to
be more carefully drafted.
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Vice Chairman SHELBY. The precision of language is very impor-
tant, as we all know, and words have meanings, and whatever we
do we ought to do carefully. But I believe we’ve got to do something
to help the FBI, to help the Justice Department, because we cannot
sit back and do nothing. None of us would want to do that. But we
can be wise in what we do, if we’re careful in what we do, can’t
we, Jeff? Isn’t that your basic message here today?

Ms. MARTIN. Definitely.
Vice Chairman SHELBY. Thank you, Mr. Chairman.
Chairman GRAHAM. To follow on with what Senator Shelby was

just saying, it seems to me prior to September 11 we had been
aware of the fact that many of our previous laws had been devel-
oped with a certain expectation of what the technology was going
to be. It was that telephone that sat on your desk or your night
table, and that was how you communicated. Now, if we could step
back and say what was the philosophical context, rationale, and
constitutionally acceptable basis for allowing that telephone sitting
on your desk to be wiretapped, then ask the question, now, in the
new technology, where the same act, communication from human
being to human being, is being carried out but the technology is
substantially different, how do we adapt the laws to be consistent
with the philosophy that allowed the static telephone to be wire-
tapped to now allow the computer or the cellular phone or the
other forms of communication to be similarly accessed under the
same circumstances that we tolerated before.

Mr. BERMAN. As I work a lot on the internet I’ve been talking
to a lot of staffs about on a pen register all you’re saying is, ‘‘Well,
all we want from the internet is the same information from a com-
puter that we get from a telephone, the pen register,’’ which is the
dialed digits. There is no equivalent on the internet. The trans-
actional information that follows an e-mail has a name, it has a
subject line, often with the subject line having the whole content
of the message in it, which is, ‘‘Hey, Joe, join the meeting,’’ and
several messages like that tell you as much as what’s in the con-
tent of the message.

I’m not saying that you don’t provide pen register authority for
advanced technologies and give the computers a pass, but you have
to look at what’s the equivalent. You’ve got a very low standard be-
cause you think you’re only getting telephone numbers. If you’re
getting the content of the communications in many cases, shouldn’t
we be more circumspect and have a higher review. So that’s the
kind of technology issue we’re prepared to address, but we need
some dialog.

Chairman GRAHAM. I’m going to recognize Senator Shelby, but
maybe I’m expressing a personal frustration. I thank you for your
comments about having this open hearing and I look forward to
having more as we focus on these issues. On the other hand, some-
times the factual predicate for needing these changes is stated to
be classified. So we then have to go behind closed doors to hear
what it is that is making it necessary to propose these changes.

Then we come back in a public hearing and we can’t be as candid
as we are being today in terms of a discourse between different
points of view.
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Mr. BERMAN. Just back on the process of FISA, this dialog be-
tween public and private, there was all classified information that
we were dealing with in trying to craft the warrant requirement for
FISA. It was done with dialog between the Justice Department and
industry and civil liberties. All they did was they would present us,
instead of classified documents, hypotheticals that were not related
to and would not blow a source and method, and we would try and
wrestle with what they thought were problems and see whether we
could fit them into statutes. And you can do that. You have to do
that because not everyone’s going to be under a clearance.

But there is a lot that can be discussed in an open session or not
in a classified room, where people can be brought together to ex-
plore these issues and work toward solutions.

Ms. MARTIN. I just want to second that. I think that this Com-
mittee has over the years many examples of crafting very com-
plicated law in a public manner, with lots of public hearings, and
that it’s important to do so for another reason that hasn’t really
been talked about at great length, which is the public confidence
in the process.

I think that while on the one hand the American public is very
eager for you to do what’s necessary to protect it, I think that we
have to not forget that the suspicion of the secret intelligence agen-
cies is just below the surface and that, as Jerry mentioned, it is im-
portant that that not become a cancer, especially in our minority
communities in the United States and that if you’re talking about
expanding intelligence authorities that that be done in a way that
people come to understand why it’s necessary and what built-in
protections are in there against abuses. That is very important.

That’s the role I think this Committee has played over the years
with us in having these dialogs.

Mr. BERMAN. I also point out that there are many authorities in
the Justice Department bill where the authority is being delegated
down, to a magistrate in any town. They are making decisions
about nationwide searches involving terrorist activity. That is a
prescription for real mischief because it ought to go to people who
have some understanding. That’s the same argument the Intel-
ligence Community would make if we said why don’t we just let
any District Court judge approve these FISA taps. There’s a special
court sitting there.

Maybe it ought to have more appointees than just made by the
Chief Justice of the United States, but there is expertise that ought
to be involved and you’ve got to worry about how that process is
played out. I don’t think the bill that’s on a fast track has been
drafted carefully.

Vice Chairman SHELBY. Mr. Chairman, just a few observations.
I think we all believe—I hope we do—that the security of our peo-
ple, our Nation is very, very important. That’s one of our highest
priorities. We also believe strongly in the Bill of Rights, as well as
in our constitutional rights apart from the Bill of Rights.

Now, I think one of the problems is going to be to make sure that
we move but that we move wisely and that whatever we craft and
whatever we pass and the President signs into law, one, will give
the tools to the Justice Department to do its job. I think that’s
paramount. Also, we should be careful in our language because if
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we pass something that’s constitutionally questionable or suspect,
it will be challenged. If we use all of this and develop great cases
and prosecute the terrorists, if we find them—and I hope we will—
and then ultimately the courts throw out some of this because of
some laws that we haven’t thought out, we’re back to square one,
if not in a hole, aren’t we?

Mr. BERMAN. Yes.
Vice Chairman SHELBY. Jeff, you’ve been the General Counsel.
Mr. SMITH. You are absolutely right, Senator. You’re very wise

to do this.
I want to pick up on something that Jerry said that fits right

here. We need to be very careful about this. Drafting FISA, I was
involved on the Government side at the time. It was, I think, a
very good exercise where we all sat down at the staff level in what
seemed endless meetings to hammer this out. Jerry mentioned the
role of industry. Let me encourage you and others to bring in in-
dustry, particularly the high tech industry whose equipment and
technology is involved here. They were very much involved in 1978
when we were working on FISA, and I think they can bring a lot
to the table because they understand precisely in ways that I cer-
tainly don’t as to how the technology works, No. 1, and No. 2, per-
haps equally important, they can tell you where it’s headed.

Because a year from now we may be facing new technology and
new challenges that we cannot now anticipate, and this is an op-
portunity to legislate and get it right. The old carpenter’s adage of
measure twice and cut once seems to be appropriate here.

Vice Chairman SHELBY. Thank you.
Mr. BERMAN. We did receive a letter from Senator Leahy to

CDT’s Digital Privacy and Security Working Group, in which Jeff
has participated many times. It has civil liberties organizations,
but it has a very broad cross-section of communications industry—
telephone companies, Microsoft, AOL—working and asked to give
advice on the communications infrastructure impacts of these pro-
posals. I think that’s worth having. We’d be glad to provide it to
this Committee also.

Vice Chairman SHELBY. Well, let’s win this war against ter-
rorism.

Mr. BERMAN. Absolutely.
Vice Chairman SHELBY. Protect our liberties too.
Chairman GRAHAM. If I could close with a reference to American

history, I have almost finished the biography of John Adams, and
clearly the low point in John Adams’ personal and political life was
his signing the alien and sedition laws, which were a response
early in our Nation’s history to what was perceived to be a serious
security attack.

Those laws proved to be not only unacceptable legally but they
turned out to be unacceptable politically, as John Adams became
the first incumbent President in our Nation’s history to be de-
feated, in large part because of his role in the alien and sedition
laws. Then they were subsequently repealed by his successor,
Thomas Jefferson.

So the American people also have a history of concern about pre-
cipitous actions and there is a potential political price to be paid
as well as the other concerns that you’ve discussed. So I would
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hope that we would be cognizant of all of those warning signals.
Yes, we want to give to our security agencies the powers that they
need to protect our citizens. We also want to do it in a way that
does not cause the United States to become like those very people
that we are trying to protect our citizens against. It would be the
ultimate victory of the terrorists if they were to force us to become
like them by our surrendering of our individual freedoms and lib-
erties, which so distinguish us as Americans.

So, with those thoughts, I want to extend again my thanks and
appreciation. Please be receptive if and, I expect, as we call upon
you over the next few days and weeks for your further counsel on
these issues.

Mr. BERMAN. We applaud you for holding this hearing.
Chairman GRAHAM. Thank you.
[Whereupon, at 6:17 p.m., the Committee adjourned.]

Æ
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